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Agenda

● Permissions Prompts on Desktop
● Permission Prompt Quieting on Desktop
● Q&A / Discussion



Websites Need Your 
Permission Too

User Sentiment and Decision-Making on Web Permission 
Prompts in Desktop Chrome

ACM CHI 2024



Permission prompts on mobile



Permission prompts on the (desktop) web



Permission prompts on the (desktop) web



Additional differences



Goals of this work

➼ Understand sentiment
- annoyance and interruptions
- reasons for decision making
- availability of contextual information
- perceived self-benefit
- impact of prior user interaction

➼ Describe user behavior



User Behavior



Actions on Chrome’s desktop permission prompt

Deny Allow

Dismiss

Ignore



Prevalence of outcomes

Deny

8.8%

Allow

14.6%

Dismiss

33.9%

Ignore

42.7%



Four major prompt types
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92%
of permission prompts in 

Chrome are of these
four types



Prior user interaction
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Higher allow rates after user interaction
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User Sentiment



Method

➼ 2.6M survey invitations shown

➼ 9.2k + 16.5k complete responses
➼ 40s / 55s median response time

➼ Caveat: self-selection bias



Capability
compared to 

notifications

User Action
compared to 

allowing

Prior user 
interaction

geolocation

microphone

camera

denied

dismissed

had prior user interaction

Allowed prompts are less annoying

Not at all 
likely

Just as 
likely

2x as 
likely
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Capability
compared to 

notifications

User Action
compared to 

accepting

Prior user 
interaction

geolocation

microphone

camera

denied

dismissed

ignored

had prior user interaction

Feeling sure why the site is asking

Not at all 
likely

Just as 
likely

2x as 
likely

1.0
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Summary



Summary

➼ 87% of prompts on desktop Chrome are for notifications and 
geolocation

➼ Allowed permission prompts are less annoying
➼ Prior user interaction

- Only 15% of permission prompts follow a user interaction
- More likely to allow access

➼ Availability of contextual information
- More likely to allow access
- Higher for mic and camera



“Don’t Interrupt Me”
A Large-Scale Study of 

On-Device Permission Prompt Quieting in Chrome

NDSS 2024



Motivation



Prior Work

Bilogrevic et al., “Shhh…be quiet!” – Reducing the Unwanted Interruptions of Notification Permission Prompts on Chrome, Usenix Security 2021

-30% 🎉 
avg. deny rate

-5% 👍
avg. grant rate

3% ⚠
Notification prompts 

quietable

14% 🙁
Users eligible for 

quieting

Triggered if any of the below is true:

● Site in bottom 5% by grant rate
● User denied 3 consecutive prompts in 28d
● Settings opt-in



This Work

Current
quiet prompt UI

ML-based 
activation User experience

✨ 💁



Current Quiet Prompt UI



Quiet Chip



Quietest Chip



Chip Pattern

Request Chip Confirmation Chip Site Controls

OR



ML-based Activation



Web Permissions Predictions (WPP)

Features used for training:

➼ Permission type
➼ 28d average action rates across all permissions
➼ 28d average per-permission action rates
➼ 28d number of loud permission prompts
➼ User gesture prior to prompt?
➼ Desktop vs. mobile



Decision Logic

Bottom 
5% 

grant 
rate?

Quietest 
Chip

WPP
grant 

verdict 
“very 

unlikely”

User 
opt-in 

via 
settings

Quiet 
Chip

Regular Prompt
w/ request chip

Permission 
Request

yes

yes

no

no >3 loud 
prompts 

in 28d

yes

no

yes

no



Improved quieting efficacy



User Experience



Method

➼ 2.9M survey invitations shown

➼ 13,109 complete responses
➼ 7 languages, 156 countries, 66s median response time

➼ Caveat: self-selection bias



How noticeable is the chip?

Notice the prompt?

Q: Before seeing this survey, did you notice that this website asked to 
[send you notifications / see your location]?



How helpful is prompt quieting?

Helpful

Q: Chrome automatically blocked this website's request, [based on your past choices /
because most people block it or notifications from this site may be disruptive].

How helpful do you find Chrome's action?



Why do respondents feel uneasy about quieting?

Q: Please briefly describe what makes you feel uneasy about Chrome blocking requests 
[based on your past choices / that most people block or because notifications from 

the site may be disruptive].



Quieting mental model

Q: This website was blocked from $request_type. Why do you think that is?



Further improvements

➼ Reduced false positive rate by adding per-site signals to the WPP 
model



Summary

➼ ML-based activation increases the reach and efficacy of prompt quieting. 
This will reduce interruptions and prompt blindness.

➼ Most respondents found quieting helpful but struggle with understanding 
why Chrome is doing it.

Additional findings in the paper

➼ Subjective false positive rates
➼ Override efficacy



TL;DR

➼ Allowed permission prompts are less annoying.

➼ Only 15% of permission prompts follow a user 
interaction.

- More likely to allow access
- But not more contextual information

➼ More likely to allow when users understand why 
they are being asked.

➼ Chrome intervenes to reduce interruptions and 
prompt blindness using ML-based prompt quieting. 

➼ Most respondents found quieting helpful.

Harbach (2024): Websites Need Your 
Permission Too – User Sentiment and 

Decision-Making on Web Permission Prompts in 
Desktop Chrome. ACM CHI 2024.

Harbach et al.: Don’t Interrupt Me – A 
Large-Scale Study of On-Device Permission 

Prompt Quieting in Chrome. NDSS 2024.


