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Agenda
• Background, Concepts, and Scope (15m)

• Demo: Digital Credentials API + Google Wallet (10m)

• PING / privacy related discussions (Nick Doty) (10m)

• Unlinkability and Google’s ZKP solution for predicates (10m)

• Gaps and Next Steps (15m)



Background,
Concepts &
Scope



The Problem, Gen 1



The Problem, Gen 2

digital credential presentation on the web 

currently relies on primitives such as 

custom schemes and QR codes which have 

poor security properties and an even 

worse user experience



What is a custom URL scheme?
A custom identifier that an app 

can register with an operating 

system with the goal of being 

invoked from other contexts, 

such as other apps or from the 

web.

In many cases, these identifiers 

are not globally unique, and may 

be shared.

CUSTOM SCHEMES IN THE WILD

mdoc://

openid4vp://

eudi-wallet://

eudi-openid4vp://

mdoc-openid4vp://

openid-credential-offer://

tcslides.link/dc-customschemes

https://tcslides.link/osw-3pc


Issues w/ custom 
schemes
● invocation from insecure 

contexts

● on-device phishing via app 
selection

● no requestor origin / identity

● not standardized & not 
guaranteed

● context switch during app 
launch

● no graceful fallback for errors

poor UX for credential selection

(users don’t understand wallet selection)



Learnings from 
passkeys

users think about accounts 
and credentials, not 
authenticators

caller context is key

cross-device authentication 
needs to be secure, easy, 
and resistant to phishing



How We Got Here
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Concepts

Issuer

Holder/Wallet

Verifier



Concepts
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Layers
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tcslides.link/dc-layers

https://tcslides.link/osw-3pc


Demo



The API

let digiCred = await
  navigator.credentials.get({
       signal: controller.signal,
       digital: {
         requests: [{
           protocol: "openid4vp",
           data: "{request json}"
         }]
       }
     });



PING / Privacy 
Discussion



Unlinkability and 
Google’s ZKP 
solution for 
predicates



ZKP Design Goals
1. work with existing hardware and software in the wild (certified, vetted 

implementations)
a. ECDSA as signature scheme for issuer 
b. ECDSA & passkey on user devices
c. Software that does not deal with cryptographic keys can change

2. privacy for users
a. selective disclose of attributes
b. issuer-verifier unlinkability
c. verifier-verifier unlinkability

3. same security as “traditional credentials” 
a. unforgeable: 

i. users cannot produce attributes that were not issued to them
ii. no mix and match of attributes

b. assumes security of hardware (user and issuer side)



Gaps and 
Next Steps
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• Bullets • Bullets

Column 1 Title Column 2 Title
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