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Why DBSC?

° Cookie theft is an ongoing issue and will be around as long as cookies are

used for authentication

° This problem affects all web services that requires authentication

o (and there's a reason for attackers to want access — & )

e  We're looking at a more holistic solution to prevent these types of attacks
from continuing to be profitable everywhere
o Making this protocol as a browser standard should make adoption

across the web easy for everyone



The attack cycle

1. User machine is infected by malware

2. Malware collects user cookies and sends them to an attacker

controlled server

3. Cookies are auctioned off to different attackers who specialize in

abuse on the desired platforms

4. Profit



What is DBSC?

At a high level it's a secure session N

that is created between the browser ®

on a specific device and a web

I()o °

I()o °

server

The goal is to make the business of
exfiltrating cookies to 3rd party
devices useless
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How does this make cookies unappetizing?

e Change forever lived cookies to expire relatively quickly

e When the cookie expires have the server challenge the browser to
validate for the DBSC session
o if Yes - reissue cookie to device

o if No - force user to reauthenticate



Can't the attacker just fake a session?

Hopefully not &= Device Specific Key Generation Proposals
The DBSC session is secured using a public/private Windows:
key pair using unexportable keys on the device e  Trusted Platform Modules (TPMs)

e \Virtualization-based security (VBS)

Mac: Secure Enclave

Linux: Trusted Platform Modules (TPMs)

Android: Trusted Platform Modules (TPMs - Keystore)
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https://en.wikipedia.org/wiki/Trusted_Platform_Module
https://techcommunity.microsoft.com/t5/windows-it-pro-blog/advancing-key-protection-in-windows-using-vbs/ba-p/4050988
https://support.apple.com/guide/security/secure-enclave-sec59b0b31ff/web
https://en.wikipedia.org/wiki/Trusted_Platform_Module
https://en.wikipedia.org/wiki/Trusted_Platform_Module
https://source.android.com/docs/security/features/keystore

Will malware just stop after this?

One can dream!!!
But most likely not &=

We think that malware will pivot to persistent on device attacks
e These attacks should be easier to detect and mitigate
e The goal of DBSC isn't to completely stop malware, but just make the

cookie exfiltration a useless endeavour



