
Capture Prevention
For User Protection

Xiaohan Wang
W3C Media Working Group; Google Chrome

TPAC 2024



Agenda

● Capture vs Capture Prevention
● Content Protection vs User Protection
● Capture Prevention Examples
● Capture Prevention for User Protection
● Discussions



Capture 

● Take a picture of the screen :)
○ Out of scope

● Copy from output, e.g. HDMI
○ Out of scope

● OS Capture
○ Windows: Snipping tool, Windows Key + PrtScn, etc
○ Mac: Command + Shift + 5, etc

● In-Browser Capture
○ Tab capture

■ getDisplayMedia(): Screen, Window, Tab
■ Chrome Extension API chrome.desktopCapture: Screen, Window, Tab

○ Element Capture

https://developer.mozilla.org/en-US/docs/Web/API/MediaDevices/getDisplayMedia
https://developer.chrome.com/docs/extensions/reference/api/desktopCapture
https://developer.chrome.com/docs/web-platform/element-capture


Capture Prevention

Prevent content from being captured.

Use Cases:

● Content Protection
○ Video protected by a Digital Rights Management (DRM) system.

● Enterprise Policy
○ Prevent sensitive corporate content from being captured.

● User Privacy?



Content Protection vs User Protection

Content Protection

● Protect content from being captured by the user.
● User has no options.
● User can be the attacker trying to work around the protection.

User Protection

● Protect sensitive content from being accidentally captured and shared, e.g. 
from phishing or malicious activities.

● Users can decide whether to share or not.



Examples: Android FLAG_SECURE

● FLAG_SECURE is a Window flag.
● For applications that need to protect sensitive information, like banking apps 

or password managers.
● When a window is flagged with FLAG_SECURE:

○ Screenshot is not allowed.
○ Prevents the window from being displayed on a non-secure display, e.g. 

TV or projector.
● “Protect the information that is being displayed in the window from being 

accessed by unauthorized people.”



Examples: Android FLAG_SECURE



MyChart



Incognito Mode 
Chrome Android



Examples: Screenshot Prevention in Edge for Business

● Reduce browser data exfiltration with expanded screenshot prevention
● Support screenshot prevention policies. 
● When these policies are set, screenshot attempts while using Edge on 

desktop will be prevented by showing a black screen instead of the 
protected content.

https://blogs.windows.com/msedgedev/2024/05/21/microsoft-edge-for-business-revolutionizing-your-business-with-ai-security-and-productivity/#:~:text=optimized%20for%20AI-,Reduce%20browser%20data%20exfiltration%20with%20expanded%20screenshot%20prevention%20across%20more,available%20in%20the%20coming%20months.


Capture Prevention for User Protection

Goal: To protect users from inadvertently sharing sensitive information.

Example Websites:

● Banking: sensitive account information, including account numbers, 
balances, and transaction histories.

● Medical: sensitive medical information, such as medical history and 
prescriptions.

● Corporation: internal documents or pages that contain confidential 
information.



Requirements

● Warning before capturing, or prevention of capturing, of sensitive 
information.

● Minimum interruption of existing capturing and sharing workflow.
● User have full control over capturing or not. (Otherwise it becomes 

content protection.)



Detection of Sensitive Information
● Web applications can provide a hint.

○ For example, a new HTML global attribute: capturable or sensitive.
○ Pros: 

■ Applications has a standard way to provide accurate information.
■ Interoperable among all browsers.

○ Cons: 
■ Sites need to adopt this new attribute.
■ Can be abused by sites, e.g. for “content protection”.

● Browser can try to detect any sensitive information.
○ Pros: No application change required.
○ Cons:

■ Computational cost and accuracy
■ Browser behavior divergence
■ Can also be abused by applications?

https://developer.mozilla.org/en-US/docs/Web/HTML/Global_attributes


Handling of Sensitive Information

● Prevent Capturing by default
○ Prevent Capturing of the whole window
○ Only hide the sensitive information (element)
○ More secure, but could breaking existing experiences

● Provide a warning before capturing
● Provide a setting to control the behavior



Click to Show

Original content

Capture prevented Capture prevented with a button to show content

<p> Accounts Summary </p>
<div capturable=false>
<ul>
  <li>Checking Account: 111111</li>
  <ul><li>Balance: $1234</li></ul>
  <li>Saving Account: 222222</li>
  <ul><li>Balance: $5678</li></ul>
</ul>
</div>

Source for original content



This site may contain 
sensitive information. 
Proceed to share? 
Yes/No



Settings

In browser’s privacy settings:

Capture of sensitive information:

❏ Always prevent capture of sensitive information
❏ Warn before capture of sensitive information
❏ Allow capture of sensitive information



Discussions


