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The Early History
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Mental Poker

"How can one allow only authorized actors to have access to certain 
information while not using a trusted arbiter?"
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Mental Poker
Yao’s Millionaires Problem (1982)

Well…
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Yao’s Millionaire’s Problem

• A. Yao, Protocols for Secure Computation. 23th FOCS, 1982.

• A. Yao, How to Generate and Exchange Secrets. 27th FOCS, 1986.

• Garbled (or, encrypted) circuits

Drawing by Mike Rosulek
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Yao gave a solution for Generic MPC

Translate any program to a logic circuit, apply MPC transformation to circuit

Two major approaches

• Garbled circuits [Yao, BMR]:  low latency, high communication per gate 

• Shared inputs [GMW, BGW, CCD]:  higher latency, less communication
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Mental PokerMulti-party computation
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Mental PokerGeneric MPC
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Threshold cryptography

Signatures,  Verifiable PRF, …
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Types of security

• Semi-honest behavior (passive adversaries)

• Malicious behavior (active adversaries)

• Zero-knowledge proofs for a general transformation
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State of the art in the early 90s:

Many results about feasibility

“No more open questions in cryptography”
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My Experience with MPC



NIS
T WPEC

SEP
TEMBER

 2024

13

Yao’s protocol

When discussing auctions, I learned about Yao’s 

protocol from my advisor, Moni Naor (1997)

Wanted to run a sealed-bid auction while hiding 

the bids even from the auctioneer

Main takeaways:

- Generic MPC is practical for some functions (even in python)

- Unrealistic to expect bidders to be online together

- Instead, they share their inputs between two servers that run the MPC
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Yao’s protocol – Interesting discussions

• Summer school on auctions and market design at 

the Hebrew University  (preventing cheating vs. 

giving incentives)

• “What to compute”  vs.  “How  to compute”



Takeaway
● Ask “customers” to think how they could use a trusted 

party solution

● MPC can implement the computation without a trusted 
party (or trusted hardware)

● (but this is the only problem MPC can solve)

15
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Yao’s protocol – Proof

• Security proof (with Yehuda Lindell, 2006) 

Both works found 
under-specified issues 
in the protocols
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Fairplay – a system for generic MPC (2003)

• Why implement a system?

• How?  Compiler ?!?!  Waste of time??

• New issues  (cache, memory, O(1) improvements)

• Impact (even though performance was not good)
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Taulbee survey

• The first “customer”

• Separation between input providers and 

computation servers

• Sorting as the main tool

• Real world requirements: UI,  data not arriving, data sanity checks

• Usage…



Takeaway

● If something can be efficiently computed using a 

circuit, it can be efficiently and securely computed 

using MPC. 

● Designing a circuit is almost like writing a program

● But functions that do not have an efficient circuit 

representation might need specific solutions

19
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MPC for Data Analysis

Encrypted DB operations
(via secure sorting) 

Useful applications, generic solutions are inefficient for these 
tasks, cool techniques 

Private Set Intersection (PSI) 



MPC for machine learning

Applications:

○ Train an ML model based on secret data (of many parties)

○ Federated Learning

○ Google/Meta: Target ads to users without seeing users’ data

○ Alice has private data, Bob has a secret ML model. Run Bob’s 

model on Alice’s data.

● Problem: ML uses non-discrete math 

○ Replace with “MPC friendly” quantized models

21
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Conclusions

• The importance of curious theoretical research

• Once researchers realized that MPC can be implemented, 

many interesting questions came up   (same for ZK)

• Threshold cryptography is a major application of MPC
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Thank you!
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