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xD is an emerging technologies group that’s 

advancing the delivery of data-driven services 

through new and transformative technologies.

BEFORE DIVING IN – INTRODUCTION TO THE xD TEAM

We do this work by bringing on cohorts of Emerging Technology Fellows and by collaborating with 

others throughout the Census Bureau and beyond.
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PRIVACY ENHANCING TECHNOLOGIES (PETs): THE GOAL
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Add noise: differential privacy, 
synthetic data generation

Encrypt: secure multi-party 
computation, fully homomorphic 
encryption, zero knowledge proofs, 
secure enclaves

How can we enable 
analysis and gain insights 
without revealing 
private information?



IMPORTANCE OF DEMOGRAPHIC DATA FOR FEDERAL AGENCIES
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DEMOGRAPHIC DATA IS NEEDED TO AUDIT AI/ML SYSTEMS IN GOVERNMENT
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How can we securely share data to 
enable measuring demographic 
disparities?
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DISCLAIMER: I am not a cryptographer



INTRODUCTION TO PRIVATE JOIN AND COMPUTE PROTOCOL
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https://security.googleblog.com/2019/06/helping-organizations-do-more-without-collecting-more-data.html

INPUTS

PARTY 1

PARTY 2

OUTPUTS

ID

1

2

3

ID Feature

2 700

3 800

901 60000

PJC 

protocol

Intersection 

size

2

Intersection 

size

Feature sum

2 1500



PRIVATE JOIN AND COMPUTE PROTOCOL, MORE FORMALLY
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For details of the protocol, see Ion et al., On Deploying Secure Computing: Private Intersection-Sum-With-Cardinality, https://eprint.iacr.org/2019/723.pdf



PRIVATE MODEL ACCURACY COMPUTATION
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INPUTS

PARTY 1

PARTY 2

OUTPUTS

ID

1

2

3

ID Prediction 

= ground 

truth?

2 1

3 0

901 0

PJC 

protocol

Intersection 

size

2

Intersection 

size

Number of 

correct 

predictions

2 1

Accuracy = 1 / 2 = 50%



COMPUTING ACROSS DEMOGRAPHIC GROUPS
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Partner 
client

cloud.gov

Group 1
server

Group 2
server

Group 3
server

Group 4
server

Encrypted 
features

Encrypted 
sums



Demo – ML model performance across demographic groups
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What engineering details did it 
take to make it work? 



Engineering workarounds to run “Private Join and Compute” on cloud.gov
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Cross-compiling Rust 

implementation from 

OS X to Linux

Generating a REST 

API proxy around 

gRPC communication 

protocol

Modifying client to call 

REST API and 

serialize JSON 

correctly

Internal cloud.gov 

networking for proxy 

communication with 

gRPC server



gRPC -> REST API - Overview
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https://grpc-ecosystem.github.io/grpc-gateway/



gRPC -> REST API – generated code
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Add annotations to proto file

Generated Go proxy code



Modified Rust client - example
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Convert RPC calls to REST API calls



Internal cloud.gov networking
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Create internal route to gRPC server app

Allow traffic between Go proxy app and gRPC server app



Future vision:
Demographic 

Disparities as a 
Service
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We’re always looking for new partnerships!
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Get in touch – inquiries@xd.gov

Tomo Lazovich tomo.lazovich@census.gov



Backup
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Private Join and Compute Protocol

https://security.googleblog.com/2019/06/helping-organizations-do-more-without-collecting-more-data.html



Workflow GUI Mockup
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Workflow GUI Mockup
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Demo 2 – ML model performance across demographic groups
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Demographic server

CSV with unique ID and 
demographic group

Partner client

CSV with unique ID and 
model outcome



Demo 2 – ML model performance across demographic groups
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Demo – ML model performance across demographic groups
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Demo – ML model performance across demographic groups

28


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28

