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Definition



Private Set Intersection (PSI)
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Private Set Intersection (PSI)
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Balanced vs Unbalanced PSI (uPSI)

Balanced PSI Unbalanced PSI (uPSI)

𝑋 𝑌 𝑌𝑋

𝑋 ≈ 𝑌 𝑋 ≪ 𝑌



Applications and Deployments



Mobile Contact Discovery

https://contact-discovery.github.io/

https://contact-discovery.github.io/


Mobile Contact Discovery

PSI
Users 𝐷𝐵Contacts 𝐶

𝐶 ∩𝐷𝐵

https://contact-discovery.github.io/
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Intel SGX-based Contact Discovery Service in Signal

Performance requirements: 1B+ users, 10k contacts, <2s latency, <10MiB communication

Path ORAM
[Sig22]



Discovery of Leaked/Compromised Passwords



Leaked/Compromised Passwords

PSI
Pwned 𝐷𝐵

Passwords  𝑃

𝑃 ∩𝐷𝐵



Password Monitor in Microsoft Edge

Framework based on
FHE-based unbalanced PSI

[Mic21]



Scanning E2E-encrypted Content

PSI
CSAM 𝐷𝐵Images  𝐼

𝐼 ∩ 𝐷𝐵



Apple’s iCloud CSAM Detection [App21]

provided by
NCMEC
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Mobile Malware Detection Service [KLS+17]
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Mobile Malware Detection Service [KLS+17]
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PSI
Malware 𝐷𝐵
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Contact Tracing (via uPSI Variants)

EU7X8KW
ksF2wXN
Lz9EhD7
MT84MhB
kgn27p2

Log:
NkZ6H63
8hbR2d8
uKk7srf
SNmfHQD
VRJLMsx

Log:

EU7X8KWNkZ6H63

Report EU7X8KW



Contact Tracing (via uPSI Variants)

PSI
Infected 𝐷𝐵

Logged  𝐼𝐷𝑠

𝐼𝐷𝑠 ∩ 𝐷𝐵
EU7X8KW
ksF2wXN
Lz9EhD7
MT84MhB
kgn27p2

Log:

Relevant works: [DPT20 , TSS+20 , WY23]



Constructions



OPRF-based uPSI – Framework

2. Base Phase
Client-specific Setup Phase, 𝑂( X )

1. Setup Phase
Client-independent Precomputation Phase, 𝑂( Y )

3. Online Phase (𝑂( X ))

OPRF 𝑘𝑥!
𝑒!

Apply PRF to all server inputs with key 𝑘 and insert them 
in probabilistic data structure 𝑃𝐷 for membership testing

Check if 𝑒!  is in 𝑃𝐷

Client inputs 𝑥!∈{$,…,'}

𝑃𝐷

(e.g., OT precomputation, GC transfer, etc.)

Precomputation Form 
suggested by  [KLS+17]



OPRF-based uPSI – Instantiations

2. Base Phase
Client-specific Setup Phase, 𝑂( X )

1. Setup Phase
Client-independent Precomputation Phase, 𝑂( Y )

3. Online Phase (𝑂( X ))

OPRF 𝑘𝑥!
𝑒!Check if 𝑒!  is in 𝑃𝐷

Client inputs 𝑥!∈{$,…,'}

𝑃𝐷

(e.g., OT precomputation, GC transfer, etc.)

Bloom Filter [KLS+17],
Cuckoo Filter  [RA18, KRS+19]

OPRF Options
[KLS+17, KRS+19, …]:
• Naor-Reingold
• AES/LowMC GC
• RSA
• …

Apply PRF to all server inputs with key 𝑘 and insert them 
in probabilistic data structure 𝑃𝐷 for membership testing



OPRF-based uPSI – Performance for 𝑋 = 2!", 𝑌 = 2#$

2. Base Phase
Client-specific Setup Phase, 𝑂( X )

1. Setup Phase
Client-independent Precomputation Phase, 𝑂( Y )

3. Online Phase (𝑂( X ))

OPRF 𝑘𝑥!
𝑒!Check if 𝑒!  is in 𝑃𝐷

Client inputs 𝑥!∈{$,…,'}

𝑃𝐷

(e.g., OT precomputation, GC transfer, etc.)

[KRS+19]: ≈ 1GB / 15s

[KRS+19]: ≈ 2MB / 0.6s

[KRS+19]: ≈ 2MB / 0.1s

Apply PRF to all server inputs with key 𝑘 and insert them 
in probabilistic data structure 𝑃𝐷 for membership testing



FHE-based uPSI – General Idea

𝑧 =

𝑟 (
!∈#$

𝑥 − 𝑦

[𝑥] = Enc 𝑥

[𝑧]

𝑧 = 0?⟹ 𝑥 ∈ 𝑌

Input 𝑥
Enc(6, 𝑝𝑘)

Dec(6, 𝑠𝑘)
𝑌

To go from PMT to PSI + reduce polynomial degree 
⇒ apply Cuckoo + simple hashing



FHE-based uPSI – Framework

𝑌

OPRF

Cuckoo Hashing Simple Hashing

𝑋 = {𝑥!, … , 𝑥"}

𝑋) =
{PRF 𝑘, 𝑥$ , … , PRF(𝑘, 𝑥'))}

Key  𝑘

PRF(𝑘, 𝑌)
𝑟:

#$∈&
𝑥′ − 𝑦′



FHE-based uPSI – Improvements

[CLR17]
• Hashing
• Batching
• Windowing
• Partitioning
• Modulus 

switching

[WY23]
• Virtual Bloom 

filter encoding
• Slicing + 

polynomial links
• Prevents 

“deception 
attacks”

[CHLR18]
• OPRF pre-

processing
• Malicious client 

security
• Support  for 

arbitrary length 
inputs + labels

[CMG+21]
• Extremal 

postage-stamp 
bases

• SIMD packing 
with prime fields

• Paterson-
Stockmeyer 
algorithm



FHE-based uPSI – Performance for |𝑋| = 2!", |𝑌| = 2#$

Protocol Time [s] Comm. [MB]

Server Setup Online

[CHLR18] 4,628 12.1 18.57

[CMG+21] 2,033 8.21 12.56

[WY23] 3,298 8.00 5.22

All results are in LAN setting with 32 threads on the server side

Note: “PEPSI” [MLE+24] for circuit-based uPSI reduces computation complexity from 𝑂 𝑌 log 𝑌  to 
𝑂 𝑌  but is concretely less efficient for (labeled) uPSI (>100s online time)



Combinations with PIR



Private Information Retrieval (PIR)

𝑓Index 𝑖

𝐷𝐵 𝑖 + leakage(𝐷𝐵)

Database  𝐷𝐵
PIR

Alice Bob

non-trivial PIR: communication overhead < 𝑂( 𝐷𝐵 )

single-server PIR 2/multi-server PIR



“PIR-PSI” [DRRT18] – General Idea

1. One-time 
transfer of 𝑌

2. Multi-Server PIR Query for 
𝐻(𝑥) via [BGI16]

Issue: no server input privacy

3. Server 1 responds 𝑣&

3. Server 2 responds 𝑣'4. Compute 𝑌 𝐻 𝑥 = 𝑣&⊕𝑣'



“PIR-PSI” [DRRT18] – PIR Step

1. One-time 
transfer of 𝑌

3. Multi-Server PIR Query for 
𝐻(𝑥) via [BGI16]

2. Send random mask 𝑟

4. Send
𝑣&⊕𝑟



“PIR-PSI” [DRRT18] – PSI Step

Server 2 knows 
masked PIR result
𝑣&⊕𝑣'⊕𝑟 =
𝑌[𝐻(𝑥)] ⊕ 𝑟

PSI[KKRT16]

𝑥 ⊕ 𝑟

𝑌 𝐻 𝑥
a

⊕𝑟

𝑥 ∈ 𝑌



OPRF-based uPSI w/ PIR Lookup [HSW23]

2. Base Phase
Client-specific OPRF Setup Phase, 𝑂( X )

1.1 Server Setup Phase
Client-independent Precomputation Phase to prepare 𝑃𝐷

3. Online Phase (𝑂( X + log( Y ))

OPRF 𝑘𝑥!
𝑒!

Check if 𝑒!  is in 𝑃𝐷

Client inputs 𝑥!∈{$,…,'}

1.2 Per-Client Setup Phase
Client-specific Precomputation Phase, 𝑂( Y )

PIR 𝑃𝐷𝑖𝑑𝑥
𝑃𝐷[𝑖𝑑𝑥]

Compute 𝑖𝑑𝑥 from 𝑒!

Instantiated in [HSW23] with 
“Offline/Online”-PIR [KC21]



Comparison of OPRF-based uPSI – Conceptual
Se

tu
p

Ba
se

O
nl

in
e

[KLS+17, KRS+19] PIR-PSI [DRRT18] [HSW23]

OPRF 
Precomputation

𝑃𝐷 PIR 
Precomputation

OPRF 
Precomputation

OPRF/PSI
Precomputation

OPRF

PIR

PSI

OPRF OPRF

PIR



Comparison of OPRF-based uPSI – Performance

Protocol 𝐘 Time [s] Comm. [MiB]

Server Setup 
(per client)

Client Setup Online Setup Online

[KRS+19]

2'(

- 15.17 0.63 1072.14 2.06

[DRRT18] - - 13.22 - 5.05

[HSW23]
63.71 35.26 1.08 66.00 4.02

2)! 525.09 286.78 1.37 264.00 4.72

Disclaimer: Some results are “cherry picked”; for client sets with size 𝑋 = 2$*; gentle multi-threading 
optimizations (4 client + 8 server threads) are considered for [DRRT18, HSW23]



OPRF-based uPSI w/ Single-Server PIR?

Type
Offline (client-ind.) Offline (client-dependent) Online SOTA

ExampleComp Storage Comp Comm Hint size Comp Comm

Stateless PIR E𝑂(𝑁) E𝑂(𝑁) – E𝑂(𝑁) E𝑂(1) [MCR21]

Stateful PIR E𝑂(𝑁) E𝑂(𝑁) E𝑂(𝑁) E𝑂( 𝑁) E𝑂( 𝑁) E𝑂( 𝑁) E𝑂(1) [ZLTS23]

DEPIR E𝑂(𝑁) E𝑂(𝑁) – E𝑂(1) E𝑂(1) [LMW23]

[LLMT24]: DH-style OPRF [JL10] + SimplePIR [HHC+23]



Doubly-Efficient PIR (DEPIR) [LMW23]

Enc(𝑖)

Enc(𝐷𝐵[𝑖])

𝐷𝐵[𝑖]

Index 𝑖

Eval(6, 𝑓#$)

Enc(6, 𝑠𝑘)

Dec(6, 𝑠𝑘)

“Split” in 𝑚 parts
Use pre-computed tables for 
polynomial evaluation [KU11]

𝐷𝐵



Doubly-Efficient PIR (DEPIR) – Concrete Performance

Database Size

46,376 142,506 15,020,334 185,250,786

[O
PP

W
24

a] Total Storage [TB] 0.02 2.04 873.98 411,745.17

Total Queries [×2)*] 73.2 45 3154 3175

Run-Time [min] 8 459 (impossible to benchmark)

[O
PP

W
24

b] Total Storage [TB] 0.04 2.93 750.92 394,474.94

Total Queries [×2)*] 7 5 134 335

Run-Time [min] 18 104 (impossible to benchmark)



Summary



Conclusion



Thank You!

Get in touch: christian.weinert@rhul.ac.uk 
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