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r3 = PRF(K,A) + t3
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① Compute H(A) mod 4 = 3

② Compute s3 = OPRF(A) + r3 = t3

: s3 and t3 is same if and only if “A” 
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Network # of Items Comm. (MB) Time (s)

LAN

216 20.69 2.09

218 83.64 5.71

220 394.3 20.17

Table 1. Performance of Circuit-PSI

* Ferret-OT is used for OT extension

[HMS22] K. Han, D. Moon, and Y. Son. Improved Circuit-PSI via Equality Preserving Compression. SAC 

2022.
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Safe Sharing of Genomic Data from Discovery to Broad Data Sharing 

Leveraging the Power of Beacon and Privacy Enhancing Technology (PET), 

Galaxy Community Conference 2023 (w/ Soyean Kim from SFU)

Has Tet A ID

Yes Abc02

No Def01

No Abc01

Yes Def02

ID Homeless

Abc01 Yes

Abc02 Yes

Abc03 Yes

Abc04 No

ID

Abc02

Def02

ID

Abc01

Abc02

Abc03

Remain

Has Tat A = Yes

Remain

Homeless = Yes

PSI-
Cardinality

Tet A ∩ Homeless = 1

→ 33% of homeless people 

have Shingella with Tet A





■□□□□

TTP

Data aggregation center 
(DAC)

Party A Party B



■□□□□

TTP

Data aggregation center 
(DAC)

Party A
Data includes:
IDs, indices, features

Party B
Data includes:
IDs, indices, features

Index ID 
(phone)

ZIP DOB ...

A01 010-1234-
5678

12345 1978-
SEP-21

...

A02 010-2345-
6789

56789 1996-
JUN-05

...



■□□□□

TTP

Data aggregation center 
(DAC)

Party A
Data includes:
IDs, indices, features

Party B
Data includes:
IDs, indices, features

1. TTP sends salt to parties

Index ID 
(phone)

ZIP DOB ...

A01 010-1234-
5678

12345 1978-
SEP-21

...

A02 010-2345-
6789

56789 1996-
JUN-05

...



■□□□□

TTP

Data aggregation center 
(DAC)

Party A
Data includes:
IDs, indices, features

Party B
Data includes:
IDs, indices, features

1. TTP sends salt to parties
2. Parties send H(ID), and 

indices to TTP

Index ID 
(phone)

ZIP DOB ...

A01 010-1234-
5678

12345 1978-
SEP-21

...

A02 010-2345-
6789

56789 1996-
JUN-05

...



■□□□□

TTP

Data aggregation center 
(DAC)

Party A
Data includes:
IDs, indices, features

Party B
Data includes:
IDs, indices, features

1. TTP sends salt to parties
2. Parties send H(ID), and 

indices to TTP
3. TTP sends index map to 

DAC

Index ID 
(phone)

ZIP DOB ...

A01 010-1234-
5678

12345 1978-
SEP-21

...

A02 010-2345-
6789

56789 1996-
JUN-05

...

Index A Index B

A01 B85

A02 B07

... ...



■□□□□

TTP

Data aggregation center 
(DAC)

Party A
Data includes:
IDs, indices, features

Party B
Data includes:
IDs, indices, features

1. TTP sends salt to parties
2. Parties send H(ID), and 

indices to TTP
3. TTP sends index map to 

DAC
4. DAC sends matching ratio 

to the parties

Index ID 
(phone)

ZIP DOB ...

A01 010-1234-
5678

12345 1978-
SEP-21

...

A02 010-2345-
6789

56789 1996-
JUN-05

...



■□□□□

TTP

Data aggregation center 
(DAC)

Party A
Data includes:
IDs, indices, features

Party B
Data includes:
IDs, indices, features

1. TTP sends salt to parties
2. Parties send H(ID), and 

indices to TTP
3. TTP sends index map to 

DAC
4. DAC sends matching ratio 

to the parties
5. Parties send indices, and 

features to DAC

Index ID 
(phone)

ZIP DOB ...

A01 010-1234-
5678

12345 1978-
SEP-21

...

A02 010-2345-
6789

56789 1996-
JUN-05

...





Matching ratio : 0.43 (43% of your data is in other party’s data)

cv cv

U
n

iq
u

e
 I
d

e
n

ti
fi

e
r



Matching ratio : 0.43 (43% of your data is in other party’s data)

cv cv

U
n

iq
u

e
 I
d

e
n

ti
fi

e
r

Dataset Size Running Time

Join Key Generation
&

Ratio Computation

1m 1m 28s

10m 11m 38s

20m 20m 40s

Multiple ID Col Support - Checked
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1. Encode features (e.g., concatenation, LSH)
2. Invoke CPSI protocols feature-wisely
3. Align the shares using Permute-and-Share protocol
4. Compute matching criterion using generic MPC (e.g., GMW)



𝑖

Eq(feature𝑖) ≥ 𝑡

Dataset Data Size #Features Comm. (MB) Setup (s) Online (s) F1-score

European 
Census

24K 6 76.2 4.47 1.13 0.948

NCVR 1M 3 1615 169 23.7 0.976



• Data table in p.37-39 is generated by Faker (owner: Francois Zaninotto, url: 
https://faker.readthedocs.io/en/master/) at Oct. 1. 2021

• [HMS22] K. Han, D. Moon, and Y. Son. Improved Circuit-PSI via Equality Preserving Compression. SAC 2022.
• [SJ23] Y. Son, and J. Jeong. PSI with computation or Circuit-PSI for Unbalanced Sets from Homomorphic 

Encryption. AsiaCCS 2023.
• [HKLS24] K. Han, S. Kim, B. Lee, and Y. Son. Revisiting OKVS-based OPRF and PSI: Cryptanalysis and Better 

Construction. Asiacrypt 2024, to appear.
• [HKS24] K. Han, S. Kim, and Y. Son. Private Computation on Common Fuzzy Records. PETS 2025, to appear.

https://faker.readthedocs.io/en/master/







