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Agenda for today

() e

e Secure Multi-Party Computation (MPC) for privacy
e MPC Alliance Members and Areas of Focus

e What is happening in MPC for privacy?



Secure Multi-Party Computation (MPC) for privacy &) v

Cross-site
clinical trials
and statistics

e TWO or more parties

o Multi-party
o Two-party
o Outsourced

e Input privacy for any function
o Various security models
e Output privacy for any function

Attribute purchases
to an ad campaign

o With differential privacy or ML inference

on patient

data

o Statistical disclosure control

Decentralised governance %
i
=

o Machine-enforced privacy policies =52




MPC Alliance: Members and Areas of Focus ) vee

50+ members
_AL

Security Mix/Other Data Privacy

e Custody e Infrastructure e Analytics

e Threshold e Frameworks e Matching
signatures : e ML
» Blockchain

Americas Europe Asia




MPC Alliance: Events and Activities ) e

o Event organization and support/participation
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e Member organization contrlbutlons to standards efforts

ES DeCompute

Magnite ——— jab. TECH LAB

e Support/feedback for gwda nce materials and legislation




MPC Alliance: Events and Activities ) v

MPCA conducted a privacy enhancing technology report survey

e 28 documents studied, found low coverage of cost, legal
aspects and use case aspects

MPCA is working ontwo reports | 5 & © % TR s 5 S
1. Blueprints of MPC technology use ;;_" N ,7-;" : " :
2. Value chains of MPC technology samdlGE R




Example: monitoring pre-school education
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Read more at: https://www.mpcalliance.org/blog/eus-vision-of-data-spaces-is-here
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Example: WFA HALO Cross-Media Measurement G) e
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Read more at: https://wfanet.org/leadership/cross-media-measurement
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Carbyne Stack framework for cloud-native MPC &) e
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Learn more at: https://carbynestack.io
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MPC for Trusted Statistics initiative from Eurostat
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Privacy Enhancing Technologies for Official Statistics  {) v«

e Eurostat’s PET work hub: https://cros.ec.europa.eu/PET40S

e In 2023, Eurostat ran a procurement to prototype and test
the Secure and Private Multi Party Compute as a Service
platform with significant competition.

e This work is currently ongoing in the Joint On-demand
COmputation with No Data Exchange (JOCONDE) project:
https://cros.ec.europa.eu/joconde



https://cros.ec.europa.eu/PET4OS
https://etendering.ted.europa.eu/cft/cft-display.html?cftId=12503
https://cros.ec.europa.eu/joconde

New book on sharing confidential data (also with MPC){) v

Chapman & Hall/CRC

Handbooks of Modern
Statistical Methods

Handbook of
Sharing Confidential Data

Differential Privacy,
Secure Multiparty Computation,
and Synthetic Data

Edited by

Jorg Drechsler
Daniel Kifer

Jerome Reiter
Aleksandra Slavkovi¢

Includes chapters on:
e Privacy-Preserving Distributed Computation
e Differential Privacy and Cryptography

e Overview of Secure Multi-Party Computation
Applications in Health Research and Social
Sciences

To be published in October 2024 and available at:
https://doi.org/10.1201/9781003185284
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Thank Youl!

www.mpcalliance.org
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