
������
��	
��������������
������	����
����	���	���

�

����� ����� ����"�"� *(�%$�� 7(�3�0�*��6�-$2

�GP=PMBPL�CB��	��IO���IFNF?�<M��P;BP>9PG�F8

Z[G^PM��GCTPS<QW



Date: September 2024 Author: Gurgen Arakelov

> 4:
FHE Computer: Overview

> 5:
USecase: Vector Database

> 1:
intro to FHE

> 2:
Challenges in FHE for developers

> 3:
FHE Component based approach

>AGENDA
_
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FHE 
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>Fully Homomorphic Encryption (FHE) 
>How it works
_
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>FHE 
>How it works
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>FHE Landscape
>Schemes
_

Schemes Data types Advantages Limitations

XW BGV/BFV Modular arithmetic 

operations over 

finite fields

Great for vectors of 

relatively small 

integers and finite 

fields

Slow Bootstrapping

�W FHEW/TFHE Boolean circuits Fast bootstrapping / 

arbitrary depth of 

computation

Scalability

�W CKKS Approximate 

computations over 

vectors of real and 

complex numbers

The best choice for many 

ML applictions

Slow Bootstrapping / 

Approximate result

... ... ... ...
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Library Schemes Languages License

OpenFHE BFV, BGV, CKKS, DM/FHEW, 

CGGI/TFHE, LMKCDEY

C/C++, Python, 

Rust

BSD 2-Clause

Lattigo BFV, BGV, CKKS, LMKCDEY Go Apache-2.0

tfhe-rs CGGI/TFHE rust BSD 3-Clause Clear 

License

SEAL BFV, BGV, CKKS C++/Python MIT License

... ... ... ...

>FHE Landscape
>Libraries
_
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Challenges for Developers
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>FHE 
>Issues for developers.
_

1. Limited basis of 
operations
We can perform a limited number of 

operations on encrypted data and 

the result remains encrypted.
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>FHE 
>Issues for developers.
_

1. Limited basis of 
operations
We can perform a limited number of 

operations on encrypted data and 

the result remains encrypted.

2. Performance
FHE is still a performance-

intensive technology.

3. Lack of Developers 
ecosystem
Existing tools and libraries either 

require expertise in FHE or have 

limited functionality.
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>Privacy Preserving Neural Network
_

RELU

RELU

RELU

RELU

SIGN

SIGN

SIGN

SIGN

SIGM

SIGM

SIGM

SIGM

Input Layer Internal Layers Output Layer
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>Privacy Preserving Neural Network
_

w1
x1

x2

x3

xN

w2

w3

wN

weighted_sum = bias+x1*w1+x2*w2+x3*w4+ .. +xN*wN

output

output= RELU (weighted_sum)

RELU
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>Privacy Preserving Neural Network
_

w1
x1_enc

x2_enc

x3_enc

xN_enc

w2

w3

wN

weighted_sum= bias+x1_enc*w1+x2_enc*w2+x3_enc*w4+ .. 

+xN_enc*wN

output

output= RELU (weighted_sum)

RELU
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>Privacy Preserving Neural Network
_

w1
x1_enc

x2_enc

x3_enc

xN_enc

w2

w3

wN

weighted_sum= bias+x1_enc*w1+x2_enc*w2+x3_enc*w4+ .. 

+xN_enc*wN

RELU output

Problem

output= RELU (weighted_sum)
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>Privacy Preserving Neural Network
_
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>Privacy Preserving Neural Network
>How it works
_

Event: FHE Day @ Singapore
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1. Polynomial 
Approximation

2. Play with 
packing

3. Functional 
Bootstrapping (PBS)

>Privacy Preserving Neural Network
>Basic opportunities
_
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Component Based FHE Apps
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>FHE Components
>Examples
_

SIGNE(X) E(SIGN(X))

RELUE(X) E(RELU(X))

COSE(X) E(COS(X))
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>FHE Components
>Examples
_
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>FHE Components
>Examples
_
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>fherma.io:
>FHERMA FHE Challenges
_

> Fully automated and 

transparent

> Black Box & White Box 

Challenges

> Library agnostic

FHERMA is a joint project by Fair Math and OpenFHE teams.
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> Storage and Distribution 

platform for generalized FHE 

components

> Wide range of validated and 

optimised functionality

> Support and Community 

Engagement

> Polycircuit is an open-source platform for storing 

and distributing FHE Components

>POLYCIRCUIT
>FHE Components
_
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>FHERMA Whitepaper
_

NIST WPEC 2024



Date: September 2024 Author: Gurgen Arakelov
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SHIFT
BFV

ROTATE
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ROTATE
CKKS

SIGNUM
BGV

SORT
BGV

MAX
TFHE

L2
TFHE

LN
TFHE

L1
CKKS

MIN
CKKS
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How to deploy and run?
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FHE Computer
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>FHE Computer
_
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SHIFT
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RELU

=
SHIFT

=

ROTATE

=

ROTATE

=

SIGNUM

=

MAX

=

L2

=

LN

=

MIN

=

SORT

=

L1

=

Execution Layer

>FHE Computer
_
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Verification Layer

ORCHESTRATION Layer

Application Layer: FHE Apps

>FHE Computer
_
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ACtor 1 Actor 3Actor 2

RELU

>=
SHIFT

=

ROTATE

>=

ROTATE

>=

SIGNUM

P=

MAX

U=

L2

U=

LN

U=

MIN

=

SORT

U=

L1

>= Execution Layer

Control Logic
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RELU

FE
SHIFT

E

ROTATE

FE

ROTATE

FE

SIGNUM

XE

MAX

]E

L2

]E

LN

]E

MIN

E

SORT

]E

L1

FE Execution Layer

Control Logic
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FHE AppApplication layer

>FHE Computer
_
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Component Component

FHE App

Orchestration layer

Application layer

Component Component

>FHE Computer
_
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Component Component

FHE App

Orchestration layer

Application layer

Main ACtors

Component Component

>FHE Computer
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Component Component

FHE App

Component ComponentOrchestration layer

Application layer

Main ACtors

 Fallback ACtors 

>FHE Computer
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Usecases
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Vector DataBase

...

v1

v2

v3

vN

>FHE Computer:
>Vector Database
_
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Vector DataBase

...

v1

v2

v3

vN

Data

Data 

Data

E
m
b
e
d
d
in
g

>FHE Computer:
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Vector DataBase

...

v1q

v

v

vr

Request: “What is the best FHE Scheme?”

Response: “There is no the best scheme now...”
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>FHE Computer:
>Vector Database
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Vector DataBase

...
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Request: “What is the best FHE Scheme?”

Response: “There is no the best scheme now...”
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