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Project Mission & Goals
OVERVIEW
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To produce a proof-of-concept research environment that 

allows users to explore documentation, use cases, and 

“hands on” examples of PETs deployed in a sandbox 

environment.  

US PETs LAB MISSION
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Alpha Build of the US PETs Lab
US PETs LAB PHASE 1
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US PETs LAB PHASE 1: THE GOAL

• Goal - Demonstrate Functionality  

• Objective – The solution provides a simple web application inspired by 
the Privacy Engineering Collaboration Space.  

• Detail – Implement a user-facing web application with areas describing 
PETs tools, use cases and interactive code examples. Demonstrate a 
particular joint use case using a single PET (e.g., federated learning). 
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CONCEPT

Two Parts:

Web Application – Documentation and Links to Resources

Coding Environment – Place to experiment with PET software 

and processes
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APPLICATION

Two Parts:

Web Application – Jekyll static site application using USWDS

Coding Environment – Python-based Jupyter Notebooks with 

pre-loaded PETs libraries
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Documentation

• Applications: Opportunities for privacy enhancement and 

use-cases

• PETs: Technical and non-technical documentation of various 

PETs

• Threats: Detailing threat models and best practices for selecting 

de-risking strategies using PETs

• Datasets: Available and open data documentation
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APPLICATION

Frontend Web Application
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APPLICATION

Sandbox Jupyter Notebooks
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Focusing on Privacy-Preserving 
Federated Learning

US PETs LAB PHASE 2
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IDEATION & PLANNING

Ideation: Pivoting to Focus on Privacy-Preserving Federated 

Learning for Medical Genomic Data

Planning: 

• Iterated project plan with NIST

• Presented early-stage ideas to US/UK Gov Health Groups
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DEVELOPMENT

Version Control: Github-hosted repository

Deployment: 

• Started with cloud.gov in phase 1, but free tier proved 

inadequate (memory limits)

• Pivoting to NIST-managed AWS Environment

• Project conducted through the National Cybersecurity Center 

of Excellence (NCCOE) to facilitate collaboration 14



DEVELOPMENT

Reference: Paper Using Soybean Genomic Data

Deciding factors:

• Notebooks hosted on Github

• Publicly available datasets

• Responsive authors
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DEVELOPMENT

Current Work: 

• Recreating example notebooks for updated Python 

environment

• Creating federated instance of soybean feature prediction 

models using Flower FL framework
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DEVELOPMENT

PPFL Evaluation Plans: 
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● User community feedback
○ SME input for PPFL 
○ SME input for genetics use case

● Threat modeling
○ Developing Privacy Threat Modeling Toolkit with MITRE
○ Cybersecurity threat modeling

● Empirical privacy evaluation
○ Developing software tools to estimate privacy risks

● Privacy red teaming



DEVELOPMENT

Next Steps: 

• Add privacy mechanisms, e.g., differential privacy, secure 

multiparty computation aggregation, to federated learning 

workflow

• Develop/adapt fidelity, utility, and privacy metrics
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Continuing Development of the US PETs Lab
NEXT STEPS
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NEXT STEPS

Near-Term Steps: 

• Build out examples of different ML/DL models used with PPFL

• Study effect of privacy-preserving parameters on empirical 

privacy risks

• Compare performance of different PET combinations with 

federated learning

• Rerun models using alternate data 20



NEXT STEPS

Near-Term Steps: 

• Study effect of privacy-preserving parameters on empirical 

privacy risks
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NEXT STEPS

Medium-Term Steps: 

• Resume documentation for other PETs

• Gather additional use cases and datasets

• Determine sandbox access paradigm
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NEXT STEPS

PETs to Add in Future: 

• Differential Privacy

• Zero-Knowledge Proofs

• Homomorphic Encryption

• Others?
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Q & A

gary.howarth@nist.gov
curtis.l.mitchell@census.gov
michael.w.walton@census.gov
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