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PSI on small sets (hundreds) PSI on large sets (millions) 

PSI on asymmetric sets (billions) Computing on the set intersection

From: “A Brief Overview of Private Set Intersection” by Prof. Rosulek

https://csrc.nist.gov/presentations/2021/stppa2-psi


PSI on asymmetric sets (billions) 

PSI on small sets (hundreds) PSI on large sets (millions) 

Computing on the set intersection

From: “A Brief Overview of Private Set Intersection” by Prof. Rosulek

Huge challenge for practice

Allow Leakage? Pre-processing?

https://csrc.nist.gov/presentations/2021/stppa2-psi


A CLOSER LOOK AT A DEPLOYED ASYMMETRIC PSI
HOW UNBALANCED IS IT?

Alice Bob}

<latexit sha1_base64="PgxG31o2dKwK4c7QViPthKSADMU=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjxWsR/QhrLZbtqlm03YnQgl9B948aCIV/+RN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGS6F4EwVK3kk0p1EgeTsY38789hPXRsTqEScJ9yM6VCIUjKKVHnrTfrniVt05yCrxclKBHI1++as3iFkacYVMUmO6npugn1GNgkk+LfVSwxPKxnTIu5YqGnHjZ/NLp+TMKgMSxtqWQjJXf09kNDJmEgW2M6I4MsveTPzP66YYXvmZUEmKXLHFojCVBGMye5sMhOYM5cQSyrSwtxI2opoytOGUbAje8surpHVR9WrV6/tapX6Tx1GEEziFc/DgEupwBw1oAoMQnuEV3pyx8+K8Ox+L1oKTzxzDHzifP6JsjXM=</latexit>

2 Billion elements1 element



SOLUTION: PARTITION THE LARGE SET

Alice Bob

A CLOSER LOOK AT A DEPLOYED ASYMMETRIC PSI
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PSI w Bucket 2

By Design: The choice of bucket reveals info about Alice’s element

LEAKAGE

Alice Bob

SOLUTION: PARTITION THE LARGE SET
A CLOSER LOOK AT A DEPLOYED ASYMMETRIC PSI



Need to Understand the CONTEXT 
 to Assess the Seriousness of this Leakage



CONTEXT: DATA COMPROMISES
HOW BAD IS IT?

MOAB contains 12 Terabytes of information and 
25 billion records. (January 2024)

A similar dataset in 2021 had 3 billion records (an 8x increase in 2024)



POST-COMPROMISE SOLUTION
COMPROMISED CREDENTIAL CHECKING (C3) SERVICE

Is the following credential compromised?
C3 Server

(    =  evgenios,      =  mason1234)
<latexit sha1_base64="w3ZAUnCQI6rb4ipGvms1EZfC0SA=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiF49V7Ae0oWy2k3bpZhN2N0IJ/QdePCji1X/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0kJJ+ueJW3TnIKvFyUoEcjX75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NIpObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsbTLgCpkRE0soU9zeStiIKsqMDadkQ/CWX14lrYuqV6vW7i8r9Zs8jiKcwCmcgwdXUIc7aEATGITwDK/w5oydF+fd+Vi0Fpx85hj+wPn8ATsnjS4=</latexit>

u

<latexit sha1_base64="5LmviI81E8Cs8HLY/WpCpudaXqw=">AAAB8HicbVBNS8NAEJ34WetX1aOXYBE8lUSkeix68VjBfkgbymYzbZfubsLuRimhv8KLB0W8+nO8+W/ctjlo64OBx3szzMwLE8608bxvZ2V1bX1js7BV3N7Z3dsvHRw2dZwqig0a81i1Q6KRM4kNwwzHdqKQiJBjKxzdTP3WIyrNYnlvxgkGggwk6zNKjJUeuobxCLOnSa9U9ireDO4y8XNShhz1XumrG8U0FSgN5UTrju8lJsiIMoxynBS7qcaE0BEZYMdSSQTqIJsdPHFPrRK5/VjZksadqb8nMiK0HovQdgpihnrRm4r/eZ3U9K+CjMkkNSjpfFE/5a6J3en3bsQUUsPHlhCqmL3VpUOiCDU2o6INwV98eZk0zyt+tVK9uyjXrvM4CnAMJ3AGPlxCDW6hDg2gIOAZXuHNUc6L8+58zFtXnHzmCP7A+fwBRWqQvA==</latexit>

w̃



POST-COMPROMISE SOLUTION

} <latexit sha1_base64="PgxG31o2dKwK4c7QViPthKSADMU=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjxWsR/QhrLZbtqlm03YnQgl9B948aCIV/+RN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGS6F4EwVK3kk0p1EgeTsY38789hPXRsTqEScJ9yM6VCIUjKKVHnrTfrniVt05yCrxclKBHI1++as3iFkacYVMUmO6npugn1GNgkk+LfVSwxPKxnTIu5YqGnHjZ/NLp+TMKgMSxtqWQjJXf09kNDJmEgW2M6I4MsveTPzP66YYXvmZUEmKXLHFojCVBGMye5sMhOYM5cQSyrSwtxI2opoytOGUbAje8surpHVR9WrV6/tapX6Tx1GEEziFc/DgEupwBw1oAoMQnuEV3pyx8+K8Ox+L1oKTzxzDHzifP6JsjXM=</latexit>

Privacy Property:  
Don’t reveal information about the 

queried password

}

<latexit sha1_base64="PgxG31o2dKwK4c7QViPthKSADMU=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjxWsR/QhrLZbtqlm03YnQgl9B948aCIV/+RN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGS6F4EwVK3kk0p1EgeTsY38789hPXRsTqEScJ9yM6VCIUjKKVHnrTfrniVt05yCrxclKBHI1++as3iFkacYVMUmO6npugn1GNgkk+LfVSwxPKxnTIu5YqGnHjZ/NLp+TMKgMSxtqWQjJXf09kNDJmEgW2M6I4MsveTPzP66YYXvmZUEmKXLHFojCVBGMye5sMhOYM5cQSyrSwtxI2opoytOGUbAje8surpHVR9WrV6/tapX6Tx1GEEziFc/DgEupwBw1oAoMQnuEV3pyx8+K8Ox+L1oKTzxzDHzifP6JsjXM=</latexit>

Privacy Property:  
Don’t reveal information about 

Compromised Data

WHY PROTECT THE ALREADY 
COMPROMISED DATA?

Is the following credential compromised?
C3 Server

(    =  evgenios,      =  mason1234)
<latexit sha1_base64="w3ZAUnCQI6rb4ipGvms1EZfC0SA=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiF49V7Ae0oWy2k3bpZhN2N0IJ/QdePCji1X/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0kJJ+ueJW3TnIKvFyUoEcjX75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NIpObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsbTLgCpkRE0soU9zeStiIKsqMDadkQ/CWX14lrYuqV6vW7i8r9Zs8jiKcwCmcgwdXUIc7aEATGITwDK/w5oydF+fd+Vi0Fpx85hj+wPn8ATsnjS4=</latexit>

u

<latexit sha1_base64="5LmviI81E8Cs8HLY/WpCpudaXqw=">AAAB8HicbVBNS8NAEJ34WetX1aOXYBE8lUSkeix68VjBfkgbymYzbZfubsLuRimhv8KLB0W8+nO8+W/ctjlo64OBx3szzMwLE8608bxvZ2V1bX1js7BV3N7Z3dsvHRw2dZwqig0a81i1Q6KRM4kNwwzHdqKQiJBjKxzdTP3WIyrNYnlvxgkGggwk6zNKjJUeuobxCLOnSa9U9ireDO4y8XNShhz1XumrG8U0FSgN5UTrju8lJsiIMoxynBS7qcaE0BEZYMdSSQTqIJsdPHFPrRK5/VjZksadqb8nMiK0HovQdgpihnrRm4r/eZ3U9K+CjMkkNSjpfFE/5a6J3en3bsQUUsPHlhCqmL3VpUOiCDU2o6INwV98eZk0zyt+tVK9uyjXrvM4CnAMJ3AGPlxCDW6hDg2gIOAZXuHNUc6L8+58zFtXnHzmCP7A+fwBRWqQvA==</latexit>

w̃

COMPROMISED CREDENTIAL CHECKING (C3) SERVICE



POST-COMPROMISE SOLUTION

In April 2023, FBI shared with a C3 
service millions of compromised  
but not publicly available credentials 

In practice, the compromised credential 
set will contain a combination of: 
 (1) publicly available and  
 (2) non-accessible compromised 
credentials. 

COMPROMISED CREDENTIAL CHECKING (C3) SERVICE



DEPLOYED TECHNOLOGY

https://haveibeenpwned.com/
Password Monitor (Microsoft)

Password Checkup (Google)

ACM CCS’19 USENIX SEC’19

COMPROMISED CREDENTIAL CHECKING (C3) SERVICE



(    =  evgenios,      =  mason1234)
<latexit sha1_base64="w3ZAUnCQI6rb4ipGvms1EZfC0SA=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiF49V7Ae0oWy2k3bpZhN2N0IJ/QdePCji1X/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0kJJ+ueJW3TnIKvFyUoEcjX75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NIpObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsbTLgCpkRE0soU9zeStiIKsqMDadkQ/CWX14lrYuqV6vW7i8r9Zs8jiKcwCmcgwdXUIc7aEATGITwDK/w5oydF+fd+Vi0Fpx85hj+wPn8ATsnjS4=</latexit>

u

<latexit sha1_base64="5LmviI81E8Cs8HLY/WpCpudaXqw=">AAAB8HicbVBNS8NAEJ34WetX1aOXYBE8lUSkeix68VjBfkgbymYzbZfubsLuRimhv8KLB0W8+nO8+W/ctjlo64OBx3szzMwLE8608bxvZ2V1bX1js7BV3N7Z3dsvHRw2dZwqig0a81i1Q6KRM4kNwwzHdqKQiJBjKxzdTP3WIyrNYnlvxgkGggwk6zNKjJUeuobxCLOnSa9U9ireDO4y8XNShhz1XumrG8U0FSgN5UTrju8lJsiIMoxynBS7qcaE0BEZYMdSSQTqIJsdPHFPrRK5/VjZksadqb8nMiK0HovQdgpihnrRm4r/eZ3U9K+CjMkkNSjpfFE/5a6J3en3bsQUUsPHlhCqmL3VpUOiCDU2o6INwV98eZk0zyt+tVK9uyjXrvM4CnAMJ3AGPlxCDW6hDg2gIOAZXuHNUc6L8+58zFtXnHzmCP7A+fwBRWqQvA==</latexit>

w̃

Client C3 Server

APPLICATION CONTEXT

1

2

k

PSI w Bucket 2

IS THIS LEAKAGE HARMFUL?

  H(  )  = 

<latexit sha1_base64="w3ZAUnCQI6rb4ipGvms1EZfC0SA=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiF49V7Ae0oWy2k3bpZhN2N0IJ/QdePCji1X/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0kJJ+ueJW3TnIKvFyUoEcjX75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NIpObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsbTLgCpkRE0soU9zeStiIKsqMDadkQ/CWX14lrYuqV6vW7i8r9Zs8jiKcwCmcgwdXUIc7aEATGITwDK/w5oydF+fd+Vi0Fpx85hj+wPn8ATsnjS4=</latexit>

u

2



(    =  evgenios,      =  mason1234)
<latexit sha1_base64="w3ZAUnCQI6rb4ipGvms1EZfC0SA=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiF49V7Ae0oWy2k3bpZhN2N0IJ/QdePCji1X/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0kJJ+ueJW3TnIKvFyUoEcjX75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NIpObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsbTLgCpkRE0soU9zeStiIKsqMDadkQ/CWX14lrYuqV6vW7i8r9Zs8jiKcwCmcgwdXUIc7aEATGITwDK/w5oydF+fd+Vi0Fpx85hj+wPn8ATsnjS4=</latexit>

u

<latexit sha1_base64="5LmviI81E8Cs8HLY/WpCpudaXqw=">AAAB8HicbVBNS8NAEJ34WetX1aOXYBE8lUSkeix68VjBfkgbymYzbZfubsLuRimhv8KLB0W8+nO8+W/ctjlo64OBx3szzMwLE8608bxvZ2V1bX1js7BV3N7Z3dsvHRw2dZwqig0a81i1Q6KRM4kNwwzHdqKQiJBjKxzdTP3WIyrNYnlvxgkGggwk6zNKjJUeuobxCLOnSa9U9ireDO4y8XNShhz1XumrG8U0FSgN5UTrju8lJsiIMoxynBS7qcaE0BEZYMdSSQTqIJsdPHFPrRK5/VjZksadqb8nMiK0HovQdgpihnrRm4r/eZ3U9K+CjMkkNSjpfFE/5a6J3en3bsQUUsPHlhCqmL3VpUOiCDU2o6INwV98eZk0zyt+tVK9uyjXrvM4CnAMJ3AGPlxCDW6hDg2gIOAZXuHNUc6L8+58zFtXnHzmCP7A+fwBRWqQvA==</latexit>

w̃

Client

APPLICATION CONTEXT

1

2

k

PSI w Bucket 2

IS THIS LEAKAGE HARMFUL?

  H(  )  = 

<latexit sha1_base64="w3ZAUnCQI6rb4ipGvms1EZfC0SA=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiF49V7Ae0oWy2k3bpZhN2N0IJ/QdePCji1X/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0kJJ+ueJW3TnIKvFyUoEcjX75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NIpObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsbTLgCpkRE0soU9zeStiIKsqMDadkQ/CWX14lrYuqV6vW7i8r9Zs8jiKcwCmcgwdXUIc7aEATGITwDK/w5oydF+fd+Vi0Fpx85hj+wPn8ATsnjS4=</latexit>

u

2

By Design: The choice of bucket reveals info about Client’s username

LEAKAGE

C3 Server

*Client receives the PRF evaluation of       bucket 2



MIGHT I GET PWNED
THE ASYMMETRIC PSI PROTOCOL UNDER ATTACK

USENIX SEC’22

https://migp.cloudflare.com/



BREACH EXTRACTION ATTACKS:  
Exposing and Addressing the Leakage in 
Second-Generation Compromised 
Credential Checking Services

Proc. IEEE SECURITY & PRIVACY (Oakland), 2024

PASQUINI, FRANCATI, ATENIESE, E.M.K.

Our Contributions: 

1. Formalizing the Leakage in MIGP 

2. Taxonomy of τ-collisions 

3. Breach Extraction Attacks via Leakage 

4. MIGP 2.0

Pwnie Award Finalist 

“Best Cryptographic Attack” 

2024

https://eprint.iacr.org/2023/1848



UNINTENDED LEAKAGE OF MIGP
ZOOMING IN THE BUCKETS OF ASYMMETRIC PSI

MIGP needs to check whether a client MIGHT get exposed

2

Given a password “mkm123”, MIGP generates PROBABLE PASSWORDS the 
client might be using now or in the future C3 Server



2

UNINTENDED LEAKAGE OF MIGP

MIGP needs to check whether a client MIGHT get exposed

Given a password “mkm123”, MIGP generates PROBABLE PASSWORDS the 
client might be using now or in the future C3 Server

If both passwords “mkm123” and “123123001” are 
breached, then duplicate-insertion creates a hole.

ZOOMING IN THE BUCKETS OF ASYMMETRIC PSI



Given a password “mkm123”, MIGP generates PROBABLE PASSWORDS the 
client might be using now or in the future

2

semantically-similar passwords τ-collisions

PROTOCOL

semantically-similar passwords τ-collisions

ATTACK

?

If both passwords “mkm123” and “123123001” are 
breached, then duplicate-insertion creates a hole.

UNINTENDED LEAKAGE OF MIGP

MIGP needs to check whether a client MIGHT get exposed

C3 Server

ZOOMING IN THE BUCKETS OF ASYMMETRIC PSI



INTRINSIC TENSION

STRONG PROTECTION AGAINST 
TWEAKING ATTACKS

Function τ generates passwords contained in future breaches

INCREASED LEAKAGE

Function τ maximizes the number of collisions



A TAXONOMY OF τ-COLLISIONS
DEFINITION AND DETECTION MECHANISMS

TYPE - 0 TYPE - 1A TYPE - 1B



A TAXONOMY OF τ-COLLISIONS
DEFINITION AND DETECTION MECHANISMS

TYPE - 0 TYPE - 1A TYPE - 1B



A TAXONOMY OF τ-COLLISIONS
DEFINITION AND DETECTION MECHANISMS

TYPE - 0 TYPE - 1A TYPE - 1B



ADDITIONAL LEAKAGE IN CLOUDFLARE MIGP
STRUCTURE OF BUCKET

Preserve PRF Duplicates

PRF Evaluation of the Username

Preserved Ordering



Gray edges =  Standard non-collision edges

Black edges =  Type-1 collision edges

Red edges   =  Type-0 collision edges

Inferred from observing Cloudflare’s Implementation



BREACH EXTRACTION VIA COLLISION GRAPH
ONE KNOWN PASSWORD AND τ-INVERSION

Threat Model

?

- Client A tries to infer the credentials of another target user

- A knows one compromised password (publicly available)

<latexit sha1_base64="OfbGklAKNe6ap+rz24yqQYQ6pJE=">AAAB+nicbVBNS8NAEN34WetXqkcvi0XwVBKR6rHoxWMF+wFtCJvtpl262YTdiVpifooXD4p49Zd489+4bXPQ1gcDj/dmmJkXJIJrcJxva2V1bX1js7RV3t7Z3du3KwdtHaeKshaNRay6AdFMcMlawEGwbqIYiQLBOsH4eup37pnSPJZ3MEmYF5Gh5CGnBIzk25XUz/rAHkGHGagh5LlvV52aMwNeJm5BqqhA07e/+oOYphGTQAXRuuc6CXgZUcCpYHm5n2qWEDomQ9YzVJKIaS+bnZ7jE6MMcBgrUxLwTP09kZFI60kUmM6IwEgvelPxP6+XQnjpZVwmKTBJ54vCVGCI8TQHPOCKURATQwhV3NyK6YgoQsGkVTYhuIsvL5P2Wc2t1+q359XGVRFHCR2hY3SKXHSBGugGNVELUfSAntErerOerBfr3fqYt65Yxcwh+gPr8weTGJTf</latexit>

utrgt

<latexit sha1_base64="OfbGklAKNe6ap+rz24yqQYQ6pJE=">AAAB+nicbVBNS8NAEN34WetXqkcvi0XwVBKR6rHoxWMF+wFtCJvtpl262YTdiVpifooXD4p49Zd489+4bXPQ1gcDj/dmmJkXJIJrcJxva2V1bX1js7RV3t7Z3du3KwdtHaeKshaNRay6AdFMcMlawEGwbqIYiQLBOsH4eup37pnSPJZ3MEmYF5Gh5CGnBIzk25XUz/rAHkGHGagh5LlvV52aMwNeJm5BqqhA07e/+oOYphGTQAXRuuc6CXgZUcCpYHm5n2qWEDomQ9YzVJKIaS+bnZ7jE6MMcBgrUxLwTP09kZFI60kUmM6IwEgvelPxP6+XQnjpZVwmKTBJ54vCVGCI8TQHPOCKURATQwhV3NyK6YgoQsGkVTYhuIsvL5P2Wc2t1+q359XGVRFHCR2hY3SKXHSBGugGNVELUfSAntErerOerBfr3fqYt65Yxcwh+gPr8weTGJTf</latexit>

utrgt- Given this one password, A guesses the rest of the compromised passwords of    



BREACH EXTRACTION VIA COLLISION GRAPH
ONE KNOWN PASSWORD AND τ-INVERSION

Threat Model

Intuition Using the Collision Graph

Edge ( u , v ) from Known u to Unknown v

Known

Unknown

Apply τ function (Das-r/P2P)

?

- Client A tries to infer the credentials of another target user

- A knows one compromised password (publicly available)

<latexit sha1_base64="OfbGklAKNe6ap+rz24yqQYQ6pJE=">AAAB+nicbVBNS8NAEN34WetXqkcvi0XwVBKR6rHoxWMF+wFtCJvtpl262YTdiVpifooXD4p49Zd489+4bXPQ1gcDj/dmmJkXJIJrcJxva2V1bX1js7RV3t7Z3du3KwdtHaeKshaNRay6AdFMcMlawEGwbqIYiQLBOsH4eup37pnSPJZ3MEmYF5Gh5CGnBIzk25XUz/rAHkGHGagh5LlvV52aMwNeJm5BqqhA07e/+oOYphGTQAXRuuc6CXgZUcCpYHm5n2qWEDomQ9YzVJKIaS+bnZ7jE6MMcBgrUxLwTP09kZFI60kUmM6IwEgvelPxP6+XQnjpZVwmKTBJ54vCVGCI8TQHPOCKURATQwhV3NyK6YgoQsGkVTYhuIsvL5P2Wc2t1+q359XGVRFHCR2hY3SKXHSBGugGNVELUfSAntErerOerBfr3fqYt65Yxcwh+gPr8weTGJTf</latexit>

utrgt

<latexit sha1_base64="OfbGklAKNe6ap+rz24yqQYQ6pJE=">AAAB+nicbVBNS8NAEN34WetXqkcvi0XwVBKR6rHoxWMF+wFtCJvtpl262YTdiVpifooXD4p49Zd489+4bXPQ1gcDj/dmmJkXJIJrcJxva2V1bX1js7RV3t7Z3du3KwdtHaeKshaNRay6AdFMcMlawEGwbqIYiQLBOsH4eup37pnSPJZ3MEmYF5Gh5CGnBIzk25XUz/rAHkGHGagh5LlvV52aMwNeJm5BqqhA07e/+oOYphGTQAXRuuc6CXgZUcCpYHm5n2qWEDomQ9YzVJKIaS+bnZ7jE6MMcBgrUxLwTP09kZFI60kUmM6IwEgvelPxP6+XQnjpZVwmKTBJ54vCVGCI8TQHPOCKURATQwhV3NyK6YgoQsGkVTYhuIsvL5P2Wc2t1+q359XGVRFHCR2hY3SKXHSBGugGNVELUfSAntErerOerBfr3fqYt65Yxcwh+gPr8weTGJTf</latexit>

utrgt- Given this one password, A guesses the rest of the compromised passwords of    



BREACH EXTRACTION VIA COLLISION GRAPH
ONE KNOWN PASSWORD AND τ-INVERSION

Threat Model

Intuition Using the Collision Graph

Edge ( u , v ) from Known u to Unknown v

Edge ( u , v ) from Unknown u to Known v Known

Unknown

Apply τ function (Das-r/P2P)

Need to invert τ function!

?

- Client A tries to infer the credentials of another target user

- A knows one compromised password (publicly available)

<latexit sha1_base64="OfbGklAKNe6ap+rz24yqQYQ6pJE=">AAAB+nicbVBNS8NAEN34WetXqkcvi0XwVBKR6rHoxWMF+wFtCJvtpl262YTdiVpifooXD4p49Zd489+4bXPQ1gcDj/dmmJkXJIJrcJxva2V1bX1js7RV3t7Z3du3KwdtHaeKshaNRay6AdFMcMlawEGwbqIYiQLBOsH4eup37pnSPJZ3MEmYF5Gh5CGnBIzk25XUz/rAHkGHGagh5LlvV52aMwNeJm5BqqhA07e/+oOYphGTQAXRuuc6CXgZUcCpYHm5n2qWEDomQ9YzVJKIaS+bnZ7jE6MMcBgrUxLwTP09kZFI60kUmM6IwEgvelPxP6+XQnjpZVwmKTBJ54vCVGCI8TQHPOCKURATQwhV3NyK6YgoQsGkVTYhuIsvL5P2Wc2t1+q359XGVRFHCR2hY3SKXHSBGugGNVELUfSAntErerOerBfr3fqYt65Yxcwh+gPr8weTGJTf</latexit>

utrgt

<latexit sha1_base64="OfbGklAKNe6ap+rz24yqQYQ6pJE=">AAAB+nicbVBNS8NAEN34WetXqkcvi0XwVBKR6rHoxWMF+wFtCJvtpl262YTdiVpifooXD4p49Zd489+4bXPQ1gcDj/dmmJkXJIJrcJxva2V1bX1js7RV3t7Z3du3KwdtHaeKshaNRay6AdFMcMlawEGwbqIYiQLBOsH4eup37pnSPJZ3MEmYF5Gh5CGnBIzk25XUz/rAHkGHGagh5LlvV52aMwNeJm5BqqhA07e/+oOYphGTQAXRuuc6CXgZUcCpYHm5n2qWEDomQ9YzVJKIaS+bnZ7jE6MMcBgrUxLwTP09kZFI60kUmM6IwEgvelPxP6+XQnjpZVwmKTBJ54vCVGCI8TQHPOCKURATQwhV3NyK6YgoQsGkVTYhuIsvL5P2Wc2t1+q359XGVRFHCR2hY3SKXHSBGugGNVELUfSAntErerOerBfr3fqYt65Yxcwh+gPr8weTGJTf</latexit>

utrgt- Given this one password, A guesses the rest of the compromised passwords of    



BREACH EXTRACTION VIA COLLISION GRAPH
ONE KNOWN PASSWORD AND τ-INVERSION

Threat Model

Intuition Using the Collision Graph

Edge ( u , v ) from Known u to Unknown v

Edge ( u , v ) from Unknown u to Known v Known

Unknown

Apply τ function (Das-r/P2P)

Need to invert τ function!

Deep Learning Architecture

?

- Client A tries to infer the credentials of another target user

- A knows one compromised password (publicly available)

<latexit sha1_base64="OfbGklAKNe6ap+rz24yqQYQ6pJE=">AAAB+nicbVBNS8NAEN34WetXqkcvi0XwVBKR6rHoxWMF+wFtCJvtpl262YTdiVpifooXD4p49Zd489+4bXPQ1gcDj/dmmJkXJIJrcJxva2V1bX1js7RV3t7Z3du3KwdtHaeKshaNRay6AdFMcMlawEGwbqIYiQLBOsH4eup37pnSPJZ3MEmYF5Gh5CGnBIzk25XUz/rAHkGHGagh5LlvV52aMwNeJm5BqqhA07e/+oOYphGTQAXRuuc6CXgZUcCpYHm5n2qWEDomQ9YzVJKIaS+bnZ7jE6MMcBgrUxLwTP09kZFI60kUmM6IwEgvelPxP6+XQnjpZVwmKTBJ54vCVGCI8TQHPOCKURATQwhV3NyK6YgoQsGkVTYhuIsvL5P2Wc2t1+q359XGVRFHCR2hY3SKXHSBGugGNVELUfSAntErerOerBfr3fqYt65Yxcwh+gPr8weTGJTf</latexit>

utrgt

<latexit sha1_base64="OfbGklAKNe6ap+rz24yqQYQ6pJE=">AAAB+nicbVBNS8NAEN34WetXqkcvi0XwVBKR6rHoxWMF+wFtCJvtpl262YTdiVpifooXD4p49Zd489+4bXPQ1gcDj/dmmJkXJIJrcJxva2V1bX1js7RV3t7Z3du3KwdtHaeKshaNRay6AdFMcMlawEGwbqIYiQLBOsH4eup37pnSPJZ3MEmYF5Gh5CGnBIzk25XUz/rAHkGHGagh5LlvV52aMwNeJm5BqqhA07e/+oOYphGTQAXRuuc6CXgZUcCpYHm5n2qWEDomQ9YzVJKIaS+bnZ7jE6MMcBgrUxLwTP09kZFI60kUmM6IwEgvelPxP6+XQnjpZVwmKTBJ54vCVGCI8TQHPOCKURATQwhV3NyK6YgoQsGkVTYhuIsvL5P2Wc2t1+q359XGVRFHCR2hY3SKXHSBGugGNVELUfSAntErerOerBfr3fqYt65Yxcwh+gPr8weTGJTf</latexit>

utrgt- Given this one password, A guesses the rest of the compromised passwords of    

Known

Known



BREACH EXTRACTION VIA COLLISION GRAPH
EVALUATION: ONE KNOWN PASSWORD



BREACH EXTRACTION VIA STRUCTURE OF GRAPH
GRAPH NEURAL NETWORKS AND NO KNOWN PASSWORDS

E.g., “Password10” would have template [0,0,0,0,0,1,1,0,1] 



IN SUMMARY
DISCOVERED LEAKAGE IN ASYMMETRIC PSI

Unintended Leakage from the 
Implementation

Intended Leakage to Speed Up 
Computation

(    =  evgenios,      =  mason1234)<latexit sha1_base64="w3ZAUnCQI6rb4ipGvms1EZfC0SA=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiF49V7Ae0oWy2k3bpZhN2N0IJ/QdePCji1X/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0kJJ+ueJW3TnIKvFyUoEcjX75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NIpObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsbTLgCpkRE0soU9zeStiIKsqMDadkQ/CWX14lrYuqV6vW7i8r9Zs8jiKcwCmcgwdXUIc7aEATGITwDK/w5oydF+fd+Vi0Fpx85hj+wPn8ATsnjS4=</latexit>

u

<latexit sha1_base64="5LmviI81E8Cs8HLY/WpCpudaXqw=">AAAB8HicbVBNS8NAEJ34WetX1aOXYBE8lUSkeix68VjBfkgbymYzbZfubsLuRimhv8KLB0W8+nO8+W/ctjlo64OBx3szzMwLE8608bxvZ2V1bX1js7BV3N7Z3dsvHRw2dZwqig0a81i1Q6KRM4kNwwzHdqKQiJBjKxzdTP3WIyrNYnlvxgkGggwk6zNKjJUeuobxCLOnSa9U9ireDO4y8XNShhz1XumrG8U0FSgN5UTrju8lJsiIMoxynBS7qcaE0BEZYMdSSQTqIJsdPHFPrRK5/VjZksadqb8nMiK0HovQdgpihnrRm4r/eZ3U9K+CjMkkNSjpfFE/5a6J3en3bsQUUsPHlhCqmL3VpUOiCDU2o6INwV98eZk0zyt+tVK9uyjXrvM4CnAMJ3AGPlxCDW6hDg2gIOAZXuHNUc6L8+58zFtXnHzmCP7A+fwBRWqQvA==</latexit>

w̃

Client
Compromised Credential 

Checking Service

k

PSI w Bucket 2

H(  )  = <latexit sha1_base64="w3ZAUnCQI6rb4ipGvms1EZfC0SA=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiF49V7Ae0oWy2k3bpZhN2N0IJ/QdePCji1X/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0kJJ+ueJW3TnIKvFyUoEcjX75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NIpObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsbTLgCpkRE0soU9zeStiIKsqMDadkQ/CWX14lrYuqV6vW7i8r9Zs8jiKcwCmcgwdXUIc7aEATGITwDK/w5oydF+fd+Vi0Fpx85hj+wPn8ATsnjS4=</latexit>

u 2

Unintended Leakage Due to 
Synthetic Passwords

Infer the Username Infer Collisions from τ-function Construct Edges in Collision Graph

* *
New New



PRIORITIZING PRACTICALITY MAY LEAD TO 
POORLY UNDERSTOOD  

TRADE-OFF BETWEEN PRIVACY AND EFFICIENCY 



PRIORITIZING PRACTICALITY MAY LEAD TO 
POORLY UNDERSTOOD  

TRADE-OFF BETWEEN PRIVACY AND EFFICIENCY 

Other Takeaways: 

1. Leakage might be the only (practical) option when scalability is a must 

2. The impact of leakage depends on the context (no one-size-fits-all analysis) 

3. Some leakage can be fixed given insightful cryptanalysis
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