Unbalanced PSI

Applications, Constructions, and Combinations with PIR
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The Cryptography Group

* RHUL has a long history of cryptographic research, dating back to at least 1987
e Currently:

* 11 members of staff
e ~15PhD students

* Find out more: https://cryptography.isg.rhul.ac.uk/people/



HOLLOWAY

<
>
o)
(a4

Definition



Private Set Intersection (PSI)
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Private Set Intersection (PSI)

PSI Receiver
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PSI Sender



Balanced vs Unbalanced PSI (uPSI) e o
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X Y X Y
Balanced PSI Unbalanced PSI (uPSI)
4 4
|X| = [Y] 1X| < |Y]
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Applications and Deployments



Mobile Contact Discovery

https://contact-discovery.github.io/



https://contact-discovery.github.io/

Mobile Contact Discovery o DR,

Contacts C‘

PSI

" CnDB

https://contact-discovery.github.io/
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Intel SGX-based Contact Discovery Service in Signal ¥ o
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Performance requirements: 1B+ users, 10k contacts, <2s latency, <toMiB communication

CDSI SGX Enclave

The Contact Discovery Service (CDSI) SGX Enclave provides endpoints to expose a table of Signal user records
indexed by phone number that allows users to securely discover which of their contacts are also Signal users.

While SGX provides memory encryption and attestation that are essential to the security of this enclave, it does not
guard against memory access pattern or timing side-channels. To close memory-access pattern side channels at the
architectural level, the table or user records is stored in Oblivious RAM (ORAM). To close timing and access-pattern
side-channels at the local level, the code is written using branchless idioms and oblivious algorithms. Please see Side-
channel Resistant Programming Idioms before contributing.

72V

Binary search memory space

ORAM obfuscation

Path ORAM
[Sig22]

Visible underlying RAM ‘ ‘ ‘ ‘ ‘

w Mark Ermolov

Intel HW is too complex to be absolutely secure! After years of research
we finally extracted Intel SGX Fuse KeyO, AKA Root Provisioning Key.
Together with FK1 or Root Sealing Key (also compromised), it represents
Root of Trust for SGX. Here's the key from a genuine Intel CPU@

& Administrator: Command Prompt - python

0000007240193] -~
:000000000009e1de |
0] Halt Command Break at 0000000009¢1de ]
Te] Halt Command Break at 0000000009e1de ]
].mem( 8400p", 4,

84
ox51,

00000000 00000000 00000000
0000 GOBEB000 7201c2C5 5cO1doed
a4 80004ch 00000000 GOO0NK
5000000 10400000 PEOROROR
8006000 10408080 06000X



Discovery of Leaked/Compromised Passwords
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@ Home Notifyme Domainsearch Who'sbeenpwned Passwords APl About Donate B P

Pwned Passwords

Pwned Passwords are hundreds of millions of real world passwords exposed in data breaches. This exposure
makes them unsuitable for ongoing use as they're at much greater risk of being used to take over other
accounts. They're searchable online below as well as being downloadable for use in other online system. Do
not send any password you actively use to a third-party service - even this one!

Oh no — pwned!

This password has previously appeared in a data breach and should never be used. If you've ever used it
anywhere before, change it immediately!
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Pwned Passwords

Pwned Passwords are hundreds of millions of real world passwords exposed in data breaches. This exposure
makes them unsuitable for ongoing use as they're at much greater risk of being used to take over other
accounts. They're searchable online below as well as being downloadable for use in other online system. Do
not send any password you actively use to a third-party service - even this one!

Oh no — pwned!

This password has previously appeared in a data breach and should never be used. If you've ever used it
anywhere before, change it immediately!



Password Monitor in Microsoft Edge e o

X
e We monitor your saved passwords for issues. Learn how
&
. Breached Credential DB
Microsoft Edge detected that the
A % x x % password for 1site has been leaked Password Monitor Service

' Change your passwords to secure your accounts.

(’ :
View details Not now s A

OPRF Query computeMatch()
A $

Encrypted Usemame/pwd  Encrypted Results

Password Monitor

A

Framework based on ele
FHE-based unbalanced PSI .

[M |C21] Breach Results Received

Edge Chromium

H




Scanning E2E-encrypted Content o LT

images [ , CSAMDB

> PSI

»
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Apple’s iCloud CSAM Detection [App21] o L.

CSAM Hashes

“

Image hashes

I

provided by
NCMEC

Blinded and
embedded

Client device

Safety voucher
generation

iCloud
Upload

Fr——— .

PSI Matching

l

iCloud filtered
safety vouchers

l

If threshold
exceeded, decrypt






Mobile Malware Detection Service [KLS+17] o DI,

PSI




Contact Tracing (via uPSI Variants) ey

/A

Report EU7X8KW

\

= Log: = Log:
EU7X8KW NkZ6H63
ksF2wXN " (‘ 8hbR2d8
Lz9EhD7 uKk7srf

MT84MhB
kgn27p2

SNmfHQD
VRJLMsx

NkZ6H63 EU7X8KW




Contact Tracing (via uPSI Variants) o LR,

Logged IDs
) | Psl
= Log: |IDs N DB
EU7X8KW
ksSF2wXN @

Lz9EhD7 @
MT84MhB

O
kgn27p2 @
O

Relevant works: [DPT20, TSS+20, WY 23]
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Constructions



OPRF-based uPSI — Framework
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@
. 2/ O ®® o Precomputation Form
Clientinputs xjeq1,..,ny o\ O ® @ Suggested by [KLS+17]

1. Setup Phase
Client-independent Precomputation Phase, O(]Y|)

Apply PRF to all server inputs with key k and insert them

PD in probabilistic data structure PD for membership testing

A

2. Base Phase
Client-specific Setup Phase, O (|X|)
(e.g., OT precomputation, GC transfer, etc.)

»
»

A

3. Online Phase (O ([X]))

OPRF [&—— k

Checkiif e; is in PD S E—




OPRF-based uPSI — Instantiations

Client inputs Xie(1,.,n}
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1. Setup Phase
Client-independent Precomputation Phase, O(]Y|)

Bloom Filter [KLS+17],
Cuckoo Filter [RA18, KRS+19]

P
<«

Apply PRF to all server inputs with key k and insert them
— PD in probabilistic data structure PD for membership testing

2. Base Phase
Client-specific Setup Phase, O (|X|)
(e.g., OT precomputation, GC transfer, etc.)

»
»

A

Check if e; isin PD

3. Online Phase (O ([X]))

L

OPRF [&—— k

OPRF Options

[KLS+17, KRS+1g, ...

* Naor-Reingold
* AES/LowMCGC
* RSA

]:
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1. Setup Phase
Client-independent Precomputation Phase, O(]Y|)
Apply PRF to all server inputs with key k and insert them

[KRS+19]: = 1GB [ 155
\ PD in probabilistic data structure PD for membership testing

P
<«

2. Base Phase
Client-specific Setup Phase, O (|X|)
(e.g., OT precomputation, GC transfer, etc.) D [KRS+19]:  2MB/0.15

»
»

A

3. Online Phase (O ([X]))

— ] [KRS+19]: = 2MB [ 0.65

Xi " OPRF |[—— &k

Check if e; isin PD




FHE-based uPSI| — General Idea o

— To go from PMT to PSI + reduce polynomial degree
= apply Cuckoo + simple hashing

[x] = Enc(x)

‘ Dec(:, sk)

z=0?7=x€Y



FHE-based uPSI — Framework o LR

X ={x1, ..., Xn} R OPRF Key k

SN RCIESS | PRAGEY) ’
yI€B

A

y 3

{PRF(k, x,), ..., PRE(k, X))}

A
v

A
v

A
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Cuckoo Hashing Simple Hashing



FHE-based uPSI — Improvements
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[CLRa7]
* Hashing
* Batching
* Windowing
* Partitioning
* Modulus
switching

[CHLR18]
OPREF pre-
processing
Malicious client
security
Support for
arbitrary length
inputs + labels

[CMG+21]
Extremal
postage-stamp
bases
SIMD packing
with prime fields
Paterson-
Stockmeyer
algorithm

[WY23]
Virtual Bloom
filter encoding
Slicing +
polynomial links
Prevents
“deception
attacks”




FHE-based uPSI — Performance for | X| = 219, |Y| = 228
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Protocol ‘ Comm. [MB]
Server Setup Online

[CHLRa8] 4,628 12.1 18.57

[CMG+21] 2,033 8.21 12.56

[WY23] 3,298 8.00 5.22

All results are in LAN setting with 32 threads on the server side

Note: “PEPSI” [MLE+24] for circuit-based uPSI reduces computation complexity from O(]Y|log|Y|) to
O(]Y]) but is concretely less efficient for (labeled) uPSI (>100s online time)
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Combinations with PIR



Private Information Retrieval (PIR) J o~

Index i R Database DB
PIR

J §

b "DB[i] + leakage(DB)

non-trivial PIR: communication overhead < O(|DB]|)

/\

single-server PIR 2/multi-server PIR




"PIR-PSI” [DRRT18] - General Idea .

1. One-time
transfer of Y

Issue: no server input privacy

2. Multi-Server PIR Query for
H(x) via [BGI16]

3 S
€ry,
el‘2 respond
Sv

4. Compute Y[H(x)] = v, ® v, 2




"PIR-PSI” [DRRT18] - PIR Step .

1. One-time
transfer of Y

3. Multi-Server PIR Query for
H(x) via [BGI16]

4. Send
171@7'




"PIR-PSI” [DRRT18] - PSI Step -

Server 2 knows
masked PIR result
v Drv, Dr=

YHx)| D r

LD
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%0\ ° Instantiated in [HSW23] with
. . ) 1) @ @ 3
Clientinputs Xies,..n) @ o o “Offline/Online”-PIR [KC21]
@

1.1 Server Setup Phase
Client-independent Precomputation Phase to prepare PD

1.2 Per-Client Setup Phase
Client-specific Precomputation Phase, O (y/|Y])

2. Base Phase
Client-specific OPRF Setup Phase, O (|X])

3. Online Phase (O (|X| + log(|Y]))

e — OPRF @— k
Compute idx from e; y

laxX ————p

. —
Check if e; isin PD PD[idx] «—m PIR PD




Comparison of OPRF-based uPSI - Conceptual 2 SRR,

[KLS+17, KRS+19] PIR-PSI[DRRT18] [HSW23]
S ) PD . PIR .
@ ) Precomputation
N
@  OPRF ~ OPRF/PSI  OPRF
o " Precomputation - Precomputation ~ Precomputation

— | OPRF f— 4_: OPRF - - | OPRF [+
GCJ —_— —_—
£ — PR f[— — PR f[—
O —_—

— PSI |}—




Comparison of OPRF-based uPSI — Performance | &8 ww. .

Protocol Comm. [MiB]

ServerSgtup Client Setup Online Setup | Online
(per client)
[KRS+19] - 15.17 0.63 | 1072.14 2.06
[DRRT18] 278 - - 13.22 - 5.05
63.71 35.26 1.08 66.00 4.02
[HSW23]
231 525.09 286.78 1.37 | 264.00 4.72

Disclaimer: Some results are “cherry picked”; for client sets with size |X| = 21°; gentle multi-threading
optimizations (4 client + 8 server threads) are considered for [DRRT18, HSW23]



OPRF-based uPSI w/ Single-Server PIR? “ AL av

- Offline (client-ind.) Offline (client-dependent) “ SOTA
Type

Comp Storage Comp Comm  Hintsize  Comp Comm Example

StatelessPIR ~ O(N) O(N) - O(N) 0(1) [MCR21]

— Stateful PIR O(N) O(N) ON) OKWN) OKN) OKN) 0(@1)  [ZLTS23]

DEPIR O(N) O(N) - 0(1) 0@) | [LMW23]
4 -

\ 4

[LLMT24]: DH-style OPRF [JL10] + SimplePIR [HHC+23]




Doubly-Efficient PIR (DEPIR) [LMW23] 2 N
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Index i < Use pre-computed tables for

’ polynomial evaluation [KU11]

“Split” inm parts <

‘ Enc(-, sk) /

Enc(i)
—
—

Enc(DBJi])
‘ Dec(:, sk) .
DBIi]



Doubly-Efficient PIR (DEPIR) — Concrete Performance
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46,376 15,020,334 185,250,786

E‘_ Total Storage [TB] 873.98 411,745.17
L% Total Queries [x239] 73.2 45 3154 3175
%2. Run-Time [min] 8 459 (impossible to benchmark)
_'§'_ Total Storage [TB] 0.04 2.93 750.92 394,474.94
c% Total Queries [x239] 7 5 134 335
§ Run-Time [min] 18 104 (impossible to benchmark)
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Applications +
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Performance
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Get in touch: christian.weinert@rhul.ac.uk
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