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Private Set Intersection (PSI)
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Private Set Intersection Performance (1 million items)
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GPR+21

• Public key (DH) based

• M82, DKT10

• OT Extension based

• PSZ14, KKRT16

• RR17a, RR17b

• Modified OT Extension

• PRTY19, 

• PRTY20, GPR+21

• Silent Vole PCG based

• This

PSZ14



The Simplest Protocol

• Encode Receiver’s set 𝑌𝑌 
under PRF 𝐹𝐹.

• Compare PRF encodings

• Overheads

• 𝑛𝑛 OPRF calls

• Sending 𝑛𝑛 encodings

𝐹𝐹 ← ℱ 𝑌𝑌

𝑌𝑌′ = 𝐹𝐹 𝑦𝑦  𝑦𝑦 ∈ 𝑌𝑌}

𝑂𝑂𝑂𝑂𝑂𝑂𝐹𝐹

𝑋𝑋′ = 𝐹𝐹 𝑥𝑥  𝑥𝑥 ∈ 𝑋𝑋}

𝑋𝑋′ ∩ 𝑌𝑌′ ⇒ 𝑋𝑋 ∩ 𝑌𝑌

𝑌𝑌𝑋𝑋



Vector Oblivious Linear Evaluation (VOLE)

𝑉𝑉𝑂𝑂𝑉𝑉𝑉𝑉

ReceiverSender

,, 𝐴𝐴

𝐵𝐵𝐶𝐶 − = Δ 𝐴𝐴

𝐵𝐵 Δ 𝐶𝐶𝐴𝐴



Vole PSI (warmup)

• Generate Vole correlation 

• OPRF defined as 
𝐹𝐹 𝑥𝑥 = 𝐵𝐵𝑥𝑥

• Receiver derandomize 𝐴𝐴 s.t. 

𝐴𝐴𝑦𝑦 = 0

• Issue: small domain

• 𝑋𝑋,𝑌𝑌 ⊂ 𝒟𝒟 = {1,2, … , |𝐴𝐴|}

𝑉𝑉𝑂𝑂𝑉𝑉𝑉𝑉

,𝐴𝐴
𝐶𝐶 = 𝐴𝐴 Δ + 𝐵𝐵

𝐵𝐵 Δ 𝐶𝐶𝐴𝐴

𝑌𝑌𝑋𝑋

𝐵𝐵 𝐶𝐶 𝐴𝐴
𝑦𝑦0

𝑦𝑦1

𝑦𝑦2

Derandomize 𝐴𝐴

𝑌𝑌′ = {𝐶𝐶𝑦𝑦 | 𝑦𝑦 ∈ 𝑌𝑌}
𝑋𝑋′ = {𝐵𝐵𝑥𝑥 | 𝑥𝑥 ∈ 𝑋𝑋}

0

0

0



Vole PSI (warmup)

• OPRF defined as 
       𝐹𝐹 𝑥𝑥 = 𝐵𝐵𝑥𝑥

 
 

𝑉𝑉𝑂𝑂𝑉𝑉𝑉𝑉

,𝐴𝐴
𝐶𝐶 = 𝐴𝐴 Δ + 𝐵𝐵

𝐵𝐵 Δ 𝐶𝐶𝐴𝐴

𝑌𝑌𝑋𝑋

𝐵𝐵 𝐶𝐶 𝐴𝐴

0 𝑦𝑦1

= 𝐵𝐵, 0 … 010 … 0  
= ⟨𝐵𝐵, 𝑟𝑟𝑟𝑟𝑟𝑟 𝑥𝑥 ⟩  



Vole PSI

• OPRF defined as 
𝐹𝐹 𝑥𝑥 = 𝐵𝐵𝑥𝑥
 = 𝐵𝐵, 0 … 010 … 0
 = ⟨𝐵𝐵, 𝑟𝑟𝑟𝑟𝑟𝑟 𝑥𝑥 ⟩

• Receiver requires
𝐴𝐴, 𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦 = 0

• Solution, use full range of 
   

𝑟𝑟𝑟𝑟𝑟𝑟:𝒟𝒟 → 𝔽𝔽𝑚𝑚

𝑉𝑉𝑂𝑂𝑉𝑉𝑉𝑉

,𝐴𝐴
𝐶𝐶 = 𝐴𝐴 Δ + 𝐵𝐵

𝐵𝐵 Δ 𝐶𝐶𝐴𝐴

𝑌𝑌𝑋𝑋

𝑟𝑟𝑟𝑟𝑟𝑟(𝑥𝑥) 𝑟𝑟𝑟𝑟𝑟𝑟(𝑦𝑦)

𝐵𝐵 𝐶𝐶 𝐴𝐴



Vole PSI

• OPRF defined as 
𝐹𝐹 𝑥𝑥 = 𝐵𝐵𝑥𝑥
 = 𝐵𝐵, 0 … 010 … 0
 = ⟨𝐵𝐵, 𝑟𝑟𝑟𝑟𝑟𝑟 𝑥𝑥 ⟩

• Receiver requires
𝐴𝐴, 𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦 = 0

• Solution, use full range of 
   

𝑟𝑟𝑟𝑟𝑟𝑟:𝒟𝒟 → 𝔽𝔽𝑚𝑚

𝑉𝑉𝑂𝑂𝑉𝑉𝑉𝑉

,𝐴𝐴
𝐶𝐶 = 𝐴𝐴 Δ + 𝐵𝐵

𝐵𝐵 Δ 𝐶𝐶𝐴𝐴

𝑌𝑌𝑋𝑋

𝑟𝑟𝑟𝑟𝑟𝑟 𝑥𝑥1
 

⋮

𝑟𝑟𝑟𝑟𝑟𝑟 𝑥𝑥𝑛𝑛

𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦1
 

⋮

𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦𝑛𝑛

𝐵𝐵 𝐶𝐶 𝐴𝐴



𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦1
 

⋮

𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦𝑛𝑛

Oblivious Key-Value Store (OKVS)

𝐶𝐶 𝐴𝐴

𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦1
 

⋮

𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦𝑛𝑛= 0

• Given 𝑌𝑌,𝑉𝑉 construct 𝐴𝐴 s.t.
𝐴𝐴, 𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦𝑖𝑖 = 0 𝑀𝑀

𝑀𝑀



𝑀𝑀−1

Oblivious Key-Value Store (OKVS)

• Given 𝑌𝑌,𝑉𝑉 construct 𝐴𝐴 s.t.
𝐴𝐴, 𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦𝑖𝑖 = 𝑦𝑦𝑖𝑖

• i.e. 𝐴𝐴 = 𝑀𝑀−1𝑌𝑌

• Performance:

• Want fast M𝐶𝐶

• Want fast 𝑀𝑀−1𝑌𝑌

• Want 𝑚𝑚/𝑛𝑛 ≈ 1

𝐶𝐶

𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦1
 

⋮

𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦𝑛𝑛

𝑀𝑀

= 𝑌𝑌𝐴𝐴
𝑀𝑀𝑚𝑚

𝑛𝑛



𝐴𝐴

Polynomial OKVS

• Define 
𝑟𝑟𝑟𝑟𝑟𝑟 𝑥𝑥 = 1, 𝑥𝑥1, 𝑥𝑥2 … , 𝑥𝑥𝑛𝑛−1

• 𝑀𝑀−1𝑌𝑌 ⇒ interpolation

• 𝑀𝑀𝐶𝐶 ⇒  polynomial eval.

• Performance 

• 𝑀𝑀𝐶𝐶 takes 𝑂𝑂 𝑛𝑛 log𝑛𝑛  time

• 𝑀𝑀−1𝑌𝑌 takes  𝑂𝑂(𝑛𝑛 log𝑛𝑛) time

• 𝑚𝑚/𝑛𝑛 = 1

𝐶𝐶

=𝑌𝑌
Lagrange  

Coeff

𝑛𝑛

𝑚𝑚

1, 𝑦𝑦11, … ,𝑦𝑦1𝑛𝑛−1

1, 𝑦𝑦𝑛𝑛1, … ,𝑦𝑦𝑛𝑛𝑛𝑛−1

⋮ ⋮𝑀𝑀

𝑀𝑀−1



Blazing Fast OKVS

• Define 
𝑟𝑟𝑟𝑟𝑟𝑟 𝑥𝑥 ∈ {0,1}𝑚𝑚

    and weight 3. 

• For example
𝑟𝑟𝑟𝑟𝑟𝑟 42 = (0000𝟏𝟏0000𝟏𝟏00𝟏𝟏0)

• Performance 

• 𝑀𝑀𝐶𝐶 takes 𝑂𝑂 𝑛𝑛  time

• 𝑀𝑀−1𝑌𝑌 takes  𝑂𝑂(𝑛𝑛) time

• 𝑚𝑚/𝑛𝑛 = 1.2

𝐶𝐶

𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦1
 

⋮

𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦𝑛𝑛

𝑀𝑀

𝑀𝑀−1𝑚𝑚 = 1.2𝑛𝑛

𝑛𝑛

𝐴𝐴=𝑌𝑌𝑚𝑚



Ribbon Filter OKVS

• Define 
𝑟𝑟𝑟𝑟𝑟𝑟 𝑥𝑥 ∈ {0,1}𝑚𝑚

    and with a chunk of random values. 

• For example
𝑟𝑟𝑟𝑟𝑟𝑟 42 = (0000𝟏𝟏𝟏𝟏0𝟏𝟏00000)

• Performance 

• 𝑀𝑀𝐶𝐶 takes 𝑂𝑂 𝑛𝑛  time

• 𝑀𝑀−1𝑌𝑌 takes  𝑂𝑂(𝑛𝑛) time

• 𝑚𝑚/𝑛𝑛 = 𝟏𝟏.𝟎𝟎𝟎𝟎

𝐶𝐶

𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦1
 

⋮

𝑟𝑟𝑟𝑟𝑟𝑟 𝑦𝑦𝑛𝑛

𝑀𝑀

𝑀𝑀−1𝑚𝑚 = 1.02𝑛𝑛

𝑛𝑛

𝐴𝐴=𝑌𝑌

[BienstockPatelSeoYeo23]



Blazing Fast PSI

𝑉𝑉𝑂𝑂𝑉𝑉𝑉𝑉
ReceiverSender

,,

𝐵𝐵𝐶𝐶 − = Δ 𝐴𝐴

𝐵𝐵 Δ 𝐶𝐶𝐴𝐴

𝑌𝑌

𝑋𝑋 𝑌𝑌

𝑀𝑀𝑌𝑌
−1 𝐴𝐴𝑂𝑂 +=

𝑀𝑀𝑋𝑋 𝑋𝑋

𝐵𝐵 Δ+ 𝑂𝑂

Δ−

𝐾𝐾 =

𝐾𝐾𝑋𝑋′ =

 𝐻𝐻 𝑋𝑋𝑖𝑖′  𝑖𝑖

𝑀𝑀𝑌𝑌

 𝐻𝐻 𝑌𝑌𝑖𝑖′  𝑖𝑖 ∩  𝐻𝐻 𝑋𝑋𝑖𝑖′  𝑖𝑖

𝑌𝑌𝑌
𝐶𝐶

=

𝑂𝑂

𝑶𝑶(𝜿𝜿 𝐥𝐥𝐥𝐥𝐥𝐥𝒏𝒏) 
bits

𝟏𝟏.𝟎𝟎𝟎𝟎𝜿𝜿𝒏𝒏 
bits

(𝝀𝝀 + 𝟎𝟎𝐥𝐥𝐥𝐥𝐥𝐥 𝒏𝒏)𝒏𝒏 
bits



PSI Performance

𝟕𝟕𝟎𝟎
𝟔𝟔𝟎𝟎

𝟒𝟒𝟎𝟎𝟏𝟏
𝟏𝟏𝟏𝟏𝟎𝟎

𝟕𝟕,𝟔𝟔𝟕𝟕𝟕𝟕
𝟑𝟑,𝟏𝟏𝟎𝟎𝟏𝟏



PSI Performance

𝟕𝟕𝟎𝟎
𝟔𝟔𝟎𝟎

𝟒𝟒𝟎𝟎𝟏𝟏
𝟏𝟏𝟏𝟏𝟎𝟎

𝟕𝟕,𝟔𝟔𝟕𝟕𝟕𝟕
𝟑𝟑,𝟏𝟏𝟎𝟎𝟏𝟏

𝟕𝟕𝟔𝟔
𝟕𝟕𝟎𝟎

𝟒𝟒𝟒𝟒𝟒𝟒
𝟎𝟎𝟒𝟒𝟎𝟎

𝟏𝟏,𝟒𝟒𝟒𝟒𝟎𝟎
𝟒𝟒,𝟎𝟎𝟎𝟎𝟕𝟕



Part 2: Building the VOLE

Peter Rindal
Srinivasan Raghuraman
Phillipp Schoppmann 

        



Vector Oblivious Linear Evaluation (VOLE)

𝑉𝑉𝑂𝑂𝑉𝑉𝑉𝑉

ReceiverSender

,, 𝐴𝐴

𝐵𝐵𝐶𝐶 − = Δ 𝐴𝐴

𝐵𝐵 Δ 𝐶𝐶𝐴𝐴



Silent PCG based  VOLE

𝐶𝐶 = 𝐵𝐵 + 𝐴𝐴Δ

ReceiverSender

𝑠𝑠𝑉𝑉𝑂𝑂𝑉𝑉𝑉𝑉

,𝐵𝐵,Δ 𝐴𝐴

𝑠𝑠𝑉𝑉𝑂𝑂𝑉𝑉𝑉𝑉

𝑘𝑘0 𝑘𝑘1

Expand Expand

𝑂𝑂(𝜅𝜅 log𝑚𝑚) 
communication

Non-interactive

𝐵𝐵𝐶𝐶 − = Δ 𝐴𝐴



Silent Vole & OT: Setup

ReceiverSender

𝐴𝐴𝑌 𝐶𝐶′𝐵𝐵′

𝐵𝐵′𝐶𝐶′ − = Δ 𝐴𝐴𝑌

𝑘𝑘0 𝑘𝑘1

𝑂𝑂𝑂𝑂𝑂𝑂𝐹𝐹
 𝐺𝐺𝐺𝐺𝑛𝑛

PPRF PPRF

, ,Δ

Sender

𝐴𝐴𝑌 𝐶𝐶′𝐵𝐵′

𝑘𝑘0 𝑘𝑘1

𝑂𝑂𝑂𝑂𝑂𝑂𝐹𝐹
 𝐺𝐺𝐺𝐺𝑛𝑛

PPRF PPRF

, ,Δ



Silent Vole & OT

ReceiverSender

𝐴𝐴𝑌 𝐶𝐶′𝐵𝐵′

𝑘𝑘0 𝑘𝑘1
PPRF PPRF

𝐶𝐶𝑌 − 𝐵𝐵′ = Δ 𝐴𝐴𝑌

𝐵𝐵′
𝐺𝐺 𝐵𝐵=

LPN LPN

𝐺𝐺 𝐴𝐴= 𝐺𝐺 𝐶𝐶=
𝐶𝐶′𝐴𝐴𝑌

𝑂𝑂𝑂𝑂𝑂𝑂𝐹𝐹
 𝐺𝐺𝐺𝐺𝑛𝑛

, ,Δ



Silent Vole & OT

ReceiverSender

𝐴𝐴𝑌 𝐶𝐶′𝐵𝐵′Δ

𝑘𝑘0 𝑘𝑘1
PPRF PPRF

𝐶𝐶𝑌 − 𝐵𝐵′ = Δ 𝐴𝐴𝑌

𝐵𝐵

LPN LPN

𝐴𝐴 𝐶𝐶Δ  ,

𝐶𝐶 − 𝐵𝐵 = Δ 𝐴𝐴

𝑂𝑂𝑂𝑂𝑂𝑂𝐹𝐹
 𝐺𝐺𝐺𝐺𝑛𝑛

, ,



The Security of LPN

𝐺𝐺 = 𝐴𝐴
𝐴𝐴𝑌



The Security of LPN

• Syndrome decoding:           𝑮𝑮𝑮𝑮 = 𝒓𝒓

• Learning Parity with Noise: 𝑯𝑯𝑯𝑯 + 𝑮𝑮 = 𝜸𝜸

• Recent optimizations:
• Regular noise

• Structured 𝐺𝐺,𝐻𝐻

• Security:
• Let 𝐺𝐺 be the generator of an error 

correcting code.

• Assuming 𝐺𝐺 is a “good” code, LPN is 
thought to be hard.

• Best attacks are fancy Gaussian Elimination

𝐺𝐺 =

𝑠𝑠
+ 𝐺𝐺 = 𝛾𝛾𝐻𝐻

𝑟𝑟
𝐺𝐺



The Security of LPN

• Syndrome decoding:           𝑮𝑮𝑮𝑮 = 𝒓𝒓

• Learning Parity with Noise: 𝑯𝑯𝑯𝑯 + 𝑮𝑮 = 𝜸𝜸

• Recent optimizations:
• Regular noise

• Structured 𝐺𝐺,𝐻𝐻

• Security:
• Let 𝐺𝐺 be the generator of an error 

correcting code.

• Assuming 𝑮𝑮 is a “good” code, LPN is 
thought to be hard.

• Best attacks are fancy Gaussian Elimination

=

𝑠𝑠
+ 𝐺𝐺 = 𝛾𝛾

𝑟𝑟
𝐺𝐺

Silver code, had no proof being good

𝐺𝐺

𝐻𝐻



The Security of LPN

• Syndrome decoding:           𝑮𝑮𝑮𝑮 = 𝒓𝒓

• Learning Parity with Noise: 𝑯𝑯𝑯𝑯 + 𝑮𝑮 = 𝜸𝜸

• Recent optimizations:
• Regular noise

• Structured 𝐺𝐺,𝐻𝐻

• Security:
• Let 𝐺𝐺 be the generator of an error 

correcting code.

• Assuming 𝑮𝑮 is a “good” code, LPN is 
thought to be hard.

• Best attacks are fancy Gaussian Elimination

=

𝑠𝑠
+ 𝐺𝐺 = 𝛾𝛾𝐻𝐻

𝑟𝑟
𝐺𝐺

Expand Convolute Codes, has proof being good

𝐺𝐺



Blazing Fast PSI 
from 

Vole and OKVS

Peter Rindal
Srinivasan Raghuraman
Phillipp Schoppmann 
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