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I. Circuit-PSI



Circuit-PSI

Each parties may not want to reveal the intersection itself

Basic PSI Circuit-PSI
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Each parties may not want to reveal the intersection itself

Basic PSI Circuit-PSI
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Circuit-PSI

Each parties may not want to reveal the intersection itself

Basic PSI Circuit-PSI
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(A, C} -
0 0
1 1

* The XOR sum of two result vector is whether each
element is in the other party’s set of not
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Circuit-PSI

Each parties may not want to reveal the intersection itself

Basic PSI Circuit-PSI

A A
A A
B B .
F C
C < C
C D * This protocol can be G
D E used for PSI-Cardinality,
G PSI-Sum
E
0 1
1 1
(A, C} - 0 | g
0 0
1 1

* The XOR sum of two result vector is whether each
element is in the other party’s set of not
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Brief Mechanism of Circuit-PSI

The circuit-PSI protocol consists of Cuckoo hashing, Oblivious PRF
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Brief Mechanism of Circuit-PSI #1

The circuit-PSI protocol consists of Cuckoo hashing, Oblivious PRF

Step1. Cuckoo Hashing
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Brief Mechanism of Circuit-PSI #1

The circuit-PSI protocol consists of Cuckoo hashing, Oblivious PRF

Step1. Cuckoo Hashing

o f z
\

olo]lwm| >

» E
C Sender

Receiver

D

Cuckoo
Hashing

The receiver compute Cuckoo hash table, and the sender
compute Simple hash table
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Brief Mechanism of Circuit-PSI #1

The circuit-PSI protocol consists of Cuckoo hashing, Oblivious PRF

Step1. Cuckoo Hashing

A B A - - e A
B >< - F - - F
C A A F G C
D - C - - G
E " E FlG
Receiver & C Al cl - Sender
D C G
Cuckoo Simple
Hashing Hashing

The receiver compute Cuckoo hash table, and the sender
compute Simple hash table
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Brief Mechanism of Circuit-PSI #1

The circuit-PSI protocol consists of Cuckoo hashing, Oblivious PRF

Step1. Cuckoo Hashing

A B tl A - - I A
B >< - t2 F - - F
C A t3 A F G C
D - t4 C - - G
E » E t5 F G
Receiver & C t6 Al cl - Sender
D t7 C G
Cuckoo Random Simple
Hashing Tags Hashing

The receiver compute Cuckoo hash table, and the sender
compute Simple hash table

The sender picks a random tag for each bin of Cuckoo
hash table
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Brief Mechanism of Circuit-PSI #2

The circuit-PSI protocol consists of Cuckoo hashing, Oblivious PRF
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Step2. Oblivious PRF
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Brief Mechanism of Circuit-PSI #2

The circuit-PSI protocol consists of Cuckoo hashing, Oblivious PRF

Step2. Oblivious PRF
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Brief Mechanism of Circuit-PSI #2

The circuit-PSI protocol consists of Cuckoo hashing, Oblivious PRF

Step2. Oblivious PRF

A t3 A F G
PRF(K,A)
Compute and send r1, ..., r4:
Receiver (1 = PRF(KF) + 13 | H(F) mod 4 = 0 Sender

r2 = PRF(K,G) + t3 | H(G) mod 4 = 1

r3 = PRF(K,A) + t3 | H(A)mod 4 = 2

r4 = random
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Brief Mechanism of Circuit-PSI #2

The circuit-PSI protocol consists of Cuckoo hashing, Oblivious PRF

Step2. Oblivious PRF

A t3 A F|1 G

PRF(K,A)

Compute and send r1, ..., r4:

Receiver (1 = PRF(KF) + 13 | H(F) mod 4 = 0 Sender

r2 = PRF(K,G) + t3 | H(G) mod 4 = 1

r3 = PRF(K,A) + t3 | H(A)mod 4 = 2

@ Compute H(A) mod 4 = 3 r4 = random
@ Compute s3 = OPRF(A) + r3 =13

:s3 and t3 is same if and only if "A”

is in other party's set
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Brief Mechanism of Circuit-PSI #3

The circuit-PSI protocol consists of Cuckoo hashing, Oblivious PRF

Step3. Private Equality Test

sl tl
s2 t2
s3 t3
s4 t4
Receiver > e Sender
s6 t6
s/ t7
Computed Random
Tags Tags
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Brief Mechanism of Circuit-PSI #3

The circuit-PSI protocol consists of Cuckoo hashing, Oblivious PRF

Step3. Private Equality Test

sl tl
s2 t2
s3 t3
s4 > PEQT -« t4
. s5 t5
Receiver Sender
s6 t6
0 0
s/ t7
1 1
Computed Random
Tags Y E Tags
0 (¢ > 0
1 1
1 0
1 1
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Our Works on Circuit-PSI

HE-based optimizations, and security of building block
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Our Works on Circuit-PSI

HE-based optimizations, and security of building block

CPSI with HE (SAC "22)

Reduce communication cost during Step3:
equality preserving compression
» Compute below equation using HE scheme
* For x = ¥x;B,y = Yy;B,
r+ Y(x;—y)=riffx =y

* Ferret-OT is used for OT extension

" Network | #oftems | Comm. (B
216

20.69 2.09
LAN 2B 83.64 5.71
2%0 394.3 20.17

Table 1. Performance of Circuit-PSI

[HMS22] K. Han, D. Moon, and Y. Son. Improved Circuit-PSI via Equality Preserving Compression. SAC
2022.
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Our Works on Circuit-PSI

HE-based optimizations, and security of building block

CPSI with HE (SAC ‘22) Unbalanced CPSI with HE (AsiaCCS ‘23)

Reduce communication cost during Step3: Convert HE-based PSI to CPSI
equality preserving compression - Zero storage required for small set holder
» Compute below equation using HE scheme * Recursive HE application for trade-off

* For x = ¥x;B',y = Yy;B,
r+ Y(x;—y)=riffx =y

* Ferret-OT is used for OT extension

" Network | #oftems | Comm. (B
216

20.69 2.09
LAN 2B 83.64 5.71
2%0 394.3 20.17

Table 1. Performance of Circuit-PSI

[HMS22] K. Han, D. Moon, and Y. Son. Improved Circuit-PSI via Equality Preserving Compression. SAC [SJ23] Y. Son, and J. Jeong. PSI with computation or Circuit-PSI for Unbalanced Sets from Homomorphic
2022. Encryption. AsiaCCS 2023.
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Our Works on Circuit-PSI

HE-based optimizations, and security of building block

CPSI with HE (SAC ‘22) Unbalanced CPSI with HE (AsiaCCS ‘23)

Reduce communication cost during Step3: Convert HE-based PSI to CPSI
equality preserving compression - Zero storage required for small set holder
» Compute below equation using HE scheme * Recursive HE application for trade-off

* Forx = ¥x;B',y = Yy;B,

r+ Y —y)=riffx=y
* Ferret-OT is used for OT extension For Better Building Block (Ac 124)
| Network | #ofitems | Comm.(MB) | _Time(s)
216

‘ 20.69 2.09 Cryptanalysis on Malicious OPRF
LAN : 8364 > « OPRF for PSl is generally OTe (or VOLE) + OKVS

220 394.3 20.17 _
* We can get at most double OPRF evaluations by
overfitting OKVS

« It leads PSI to statistical distance larger than 274

Table 1. Performance of Circuit-PSI

[HMS22] K. Han, D. Moon, and Y. Son. Improved Circuit-PSI via Equality Preserving Compression. SAC [SJ23] Y. Son, and J. Jeong. PSI with computation or Circuit-PSI for Unbalanced Sets from Homomorphic
Encryption. AsiaCCS 2023.

2022.
[HKLS24] K. Han, S. Kim, B. Lee, and Y. Son. Revisiting OKVS-based OPRF and PSI: Cryptanalysis and

WPEC 2024 Circuit-PSI and Applications Better Construction. Asiacrypt 2024, to appear. Copyright 2024. Samsung SDS Co., Ltd. All rights reserved.



[I. Applications



|. Genomic Analysis



Safe Sharing of Genomic Data

Pathogen genomic data is generally considered to be non-identifying, but it can be combined with personal
information
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Safe Sharing of Genomic Data

Pathogen genomic data is generally considered to be non-identifying, but it can be combined with personal
information

HasTetA | 1D | ID___| Homeless |

Yes Abc02 Abc01 Yes
No Def01 Abc02 Yes
No Abc01 Abc03 Yes
Yes Def02 Abc04 No
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Safe Sharing of Genomic Data

Pathogen genomic data is generally considered to be non-identifying, but it can be combined with personal
information

HasTetA | 1D | ID___| Homeless |

Yes Abc02 Abc01 Yes
No Def01 Abc02 Yes
No Abc01 Abc03 Yes
Yes Def02 Abc04 No
Remain Remain
Has Tet A = Yes Homeless = Yes
Abc01
Abc02
Abc02
Def02
Abc03
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Safe Sharing of Genomic Data

Pathogen genomic data is generally considered to be non-identifying, but it can be combined with personal
information

HasTetA | 1D | ID___| Homeless |

Yes Abc02 Abc01 Yes
No Def01 Abc02 Yes
No Abc01 Abc03 Yes
Yes Def02 Abc04 No
Remain Remain l
Has Tet A = Yes Homeless = Yes
D

Abc02 —

Def02

PSI- Abc01

—

Cardinality Abc02
Abc03

» Tet AN Homeless = 1

- 33% of homeless people
have Shingella with Tet A
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Safe Sharing of Genomic Data

Pathogen genomic data is generally considered to be non-identifying, but it can be combined with personal

information

HasTetA | 1D

Yes Abc02
No Def01
No Abc01
Yes Def02
Remain

Has Tat A = Yes

Abc02 —
Def02
WPEC 2024 Circuit-PSI and Applications

PSI-

Cardinality

Abc01 Yes
Abc02 Yes
Abc03 Yes
Abc04 No

Remain
Homeless = Yes

Abc01
Abc02
Abc03

—

- 33% of homeless people

have Shingella with Tet A

» Tet AN Homeless = 1

Outputs

* 76.92% of homeless people and 0% of non-homeless
people have Shingella bacteria with Tet A

Timing Result
* For 30 rows, it only takes 1 second.
» We estimate that it takes less than a minute for TM rows

Safe Sharing of Genomic Data from Discovery to Broad Data Sharing
Leveraging the Power of Beacon and Privacy Enhancing Technology (PET),
Galaxy Community Conference 2023 (w/ Soyean Kim from SFU)

Copyright 2024. Samsung SDS Co., Ltd. All rights reserved.



2. Data Aggregation



Data Aggregation System in Korea

Highly sensitive identifier only goes to trusted 3rd party (government agency)

Party A

WPEC 2024

Circuit-PSI and Applications

TTP

Data aggregation center
(DAC)

BOO0O0O
|. Main Contents Title 01

Party B
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BOO0O0O
|. Main Contents Title 01

Data Aggregation System in Korea

Highly sensitive identifier only goes to trusted 3rd party (government agency)

TTP

Party A Party B
Data includes: Data includes:
IDs, indices, features IDs, indices, features

ID
(phone)

010-1234- 12345 1978-

5678 SEP-21
A02 010-2345- 56789 1996- i
6789 JUN-05 Data aggregation center

(DAC)
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|. Main Contents Title 01

Data Aggregation SyStem in Korea 1. TTP sends salt to parties

Highly sensitive identifier only goes to trusted 3rd party (government agency)

TTP

Party B
Data includes:

IDs, indices, features

Party A
Data includes:
IDs, indices, features

ID
(phone)

010-1234- 12345 1978-

5678 SEP-21
A02 010-2345- 56789 1996- i
6789 JUN-05 Data aggregation center

(DAC)
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Data Aggregation SyStem in Korea 1. TTP sends salt to parties

Highly sensitive identifier only goes to trusted 3rd party (government agency) 2. Parties send H(ID), and
indices to TTP

TTP

Party A Party B
Data includes: Data includes:
IDs, indices, features IDs, indices, features

010-1234- 12345 1978-

5678 SEP-21
A02 010-2345- 56789 1996- i
6789 JUN-05 Data aggregation center

(DAC)
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Data Aggregation SyStem in Korea 1. TTP sends salt to parties

Highly sensitive identifier only goes to trusted 3rd party (government agency) 2. Parties send H(ID), and
indices to TTP

3. TTP sends index map to
DAC

TTP

Cindexs | e
¢ AO1 B85 ¢
A02 BO7

Party A Party B
Data includes: Data includes:
IDs, indices, features v IDs, indices, features

ID
(phone)

010-1234- 12345 1978-

5678 SEP-21
A02 010-2345- 56789 1996- .
6789 JUN-05 Data aggregation center

(DAC)
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Data Aggregation SyStem in Korea 1. TTP sends salt to parties

Highly sensitive identifier only goes to trusted 3rd party (government agency) 2. Parties send H(ID), and
indices to TTP

3. TTP sends index map to
DAC

4. DAC sends matching ratio
to the parties

TTP

%
Party B

Data includes:
IDs, indices, features

Party A
Data includes:
IDs, indices, features

ID
(phone)

010-1234- 12345 1978-
5678 SEP-21

A02 010-2345- 56789 1996-

6789 JON-05 Data aggregation center

(DAC)
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Data Aggregation SyStem in Korea 1. TTP sends salt to parties

Highly sensitive identifier only goes to trusted 3rd party (government agency) 2. Parties send H(ID), and
indices to TTP

3. TTP sends index map to
DAC

4. DAC sends matching ratio
to the parties

5. Parties send indices, and
features to DAC

TTP

&t &t

Party A Party B
Data includes: Data includes:
IDs, indices, features IDs, indices, features

ID
(phone)

010-1234- 12345 1978-
5678 SEP-21

A02 010-2345- 56789 1996- :
6789 N s Data aggregation center

(DAC)
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Circuit-PSI based Data Aggregation System

Samsung SDS is one of the data aggregation center designated by government

Example of Outputs Performances
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Circuit-PSI based Data Aggregation System

Samsung SDS is one of the data aggregation center designated by government

Example of Outputs Performances

Unique Identifier

Matching ratio : 0.43 (43% of your data is in other party’'s data)
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Circuit-PSI based Data Aggregation System

Samsung SDS is one of the data aggregation center designated by government

B How it works

* For the unique ID generation, we used OPRF instead of
salted hash

» Matching ratio is computed using circuit-PSI

Timing Result (LAN)

------------- e R

| e 1m 1m 28s
= :. _ = Join Key Generation
B f‘: & 10m 11m 38s
é ¢ = Ratio Computation
o & = 20m 20m 40s
g
S & = Multiple ID Col Support - Checked

-

Matching ratio : 0.43 (43% of your data is in other party’'s data)
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3. Privacy-Preserving
Record Linkage



Privacy-Preserving Record Linkage (PETS *25)

What is target functionality?

: Sender
Receiver R S
- Index2 Name DOB Zipcode  Payload
Index1 Name DOB Zipcode
1 Carl 1965-MAR-13 | 86952 P1
1 John 1998-SEP-12| 45678 Similar
: 2 - 1991-FEB-21 65438 P2
2 Alise 1987-AUG-05 12345 ;
3 Alice 1987-AUG-05 | 12345 P3
3 Eve 1956-0CT-11 - -
4 Kevin 1977-JUN-15 94865 P4
4 Carl - 86952 :
5 David | 1973-JUL-09 - Ps
Record table X

Record table Y with payload Py
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Privacy-Preserving Record Linkage (PETS *25)

What is target functionality?

: Sender
Receiver R S
- Index2 Name DOB Zipcode  Payload
Index1 Name DOB Zipcode
1 Carl 1965-MAR-13 86952 P1
1 John | 1998-SEP-12 | 45678 Similar
: 2 - 1991-FEB-21 65438 P2
2 Alise 1987-AUG-05 12345 ;
3 Alice 1987-AUG-05 12345 P3
3 Eve 1956-0CT-11 - :
4 Kevin 1977-JUN-15 94865 P4
4 Carl - 86952 :
5 David 1973-JUL-09 - Ps
Record table X :
. Record table Y with payload Py
(Left) Join ,
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Privacy-Preserving Record Linkage (PETS *25)

What is target functionality?

, Sender
Receiver R S
Index2 Name DOB Zipcode  Payload
Index1 Name DOB Zipcode
1 Carl 1965-MAR-13 86952 P1
1 John | 1998-SEP-12| 45678 Similar
2 - 1991-FEB-21 65438 P2
2 Alise 1987-AUG-05 12345
3 Alice 1987-AUG-@5 12345 P3
3 Eve 1956-0CT-11 -
4 Kevin 1977-JUN-15 94865 Pa
4 Carl = 86952
5 David 1973-JUL-@9 - Ps
Record table X :
_ Record table Y with payload Py
(Left) Join ,
Index1 Membership Payload
1 0 (False) F=u ®w
2 1 (True) P3 =02 & wy
3 0 (False) r'=uv3® ws
4 1 (True) P1 =014 D Wy

WPEC 2024 Circuit-PSI and Applications Copyright 2024. Samsung SDS Co., Ltd. All rights reserved.



Privacy-Preserving Record Linkage (PETS *25)

What is target functionality?

, Sender
Receiver R S
Index2 Name DOB Zipcode  Payload
Index1 Name DOB Zipcode
1 Carl 1965-MAR-13 86952 P1
1 John | 1998-SEP-12| 45678 Similar
; 2 - 1991-FEB-21 65438 P2
2 Alise 1987-AUG-05 12345 :
3 Alice 1987-AUG-05 12345 P3
3 Eve 1956-0CT-11 - .
4 Kevin 1977-JUN-15 94865 Pa
4 Carl . 86952 :
5 David 1973-JUL-09 - Ps
Record table X .
_ Record table Y with payload Py
| (Left) Join ,
Index1 Mem. Share Pay. Share Index1 Membership Payload Index1 Mem. Share Pay. Share
! 0 o1 secret-shared 1 0 (False) r=u® W | secret-shared 1 0 Wi
2 1 () - 2 1 (True) P3 =0 & w > 2 0 Wy
3 1 3 3 0 (False) r'=u3® wy 3 1 wy
4 0 U4 4 1 (True) P1 =014 D Wy 4 1 Wy
share; (R) share; (S)
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Privacy-Preserving Record Linkage (PETS *25)

from CPSI and some MPC techniques (simplified)

1. Encode features (e.g., concatenation, LSH) Index1 Name DOB Zipcode
1 John 1998-SEP-12 45678
2 Alise 1987-AUG-05 12345
3 Eve 1956-0CT-11 -
4 Carl - 86952

Record table X with quasi-identifiers

Encode

Index1 featurel feature?2 feature3 feature4

WPEC 2024

Circuit-PSI and Applications

1 d330ca 719cfo 0e0348 719457c
2 01197e bf9a47 0c1452 c41b44
3 e60467 b91fc3 0e79d1 005dae
4 féfabd a8fdd6 a80394 737963

Encoded table X with features

Copyright 2024. Samsung SDS Co., Ltd. All rights reserved.




Privacy-Preserving Record Linkage (PETS *25)

from CPSI and some MPC techniques (simplified)

1. Encode features (e.g., concatenation, LSH)
2. Invoke CPSI protocols feature-wisely

WPEC 2024

Circuit-PSI and Applications

CPSI CPSI CPSI CPSI
featurel feature2 feature3 feature4
1 d330ca 719cf0 0e0348 79457c ‘
2 01191e bf9a47 0c1452 c41b44 ‘
3 e60467 b91fc3 0e79d1 005dae ‘
4 f6fabd a8fdd6 a80394 737963 ‘

Encoded table X with features
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Privacy-Preserving Record Linkage (PETS *25)

from CPSI and some MPC techniques (simplified)

1. Encode features (e.g., concatenation, LSH) gldx idxg
2. Invoke CPSI protocols feature-wisely |M] < | Ny - [ M]
3. Align the shares using Permute-and-Share protocol 1
i d A \
/ \
/ \
| M,
| "y (1)
A
. e
I =
s
I -
(Random)
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Privacy-Preserving Record Linkage (PETS *25)

from CPSI and some MPC techniques (simplified)

W e

WPEC 2024

Encode features (e.g., concatenation, LSH)
Invoke CPSI protocols feature-wisely
Align the shares using Permute-and-Share protocol

Compute matching criterion using generic MPC (e.g., GMW)

2 Eq(feature;) >t
i

Circuit-PSI and Applications

Index1  featurel feature2 feature3 feature4
1 d330@ca 719cf@ 0e0348 79457c¢
2 01191e bf9a47 0c1452 c41b44
3 e60467 b91fc3 0e79d1 005dae
4 fefabd a8fddé a80394 737963

Encoded table X with features
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Privacy-Preserving Record Linkage (PETS *25)

from CPSI and some MPC techniques (simplified)

Encode features (e.g., concatenation, LSH)

Invoke CPSI protocols feature-wisely

Align the shares using Permute-and-Share protocol
Compute matching criterion using generic MPC (e.g., GMW)

2 Eq(feature;) >t
i

W e

Comn, v stp iy oniec i

European 24K 76.2 0.948
Census
NCVR 1M 3 1615 169 23.7 0.976
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